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Types of Security Clearances 
 

A security clearance is a status granted to individuals allowing them access to classified information 

(state or organizational secrets) or to restricted areas after completion of a thorough background check.  

The term "security clearance" is also sometimes used in private organizations that have a formal process 

to vet employees for access to sensitive information. 

 

A clearance by itself is normally not sufficient to gain access.  The organization must also determine 

that the cleared individual needs to know specific information.  No one is supposed to be granted 

automatic access to classified information solely because of rank, position, or a security clearance [1]. 

 

 

Canada 
 

This section deals with access to sensitive government information.  'Police Security Certificate' or 

similar terminology for immigration or employment purposes usually refers to Criminal Record Check 

and Transportation Security Clearance Program operated by Transport Canada mandatory for marine 

and airport workers for the purpose of entering restricted area are not within the topic in this article. 

 

Further information: Information Classification in Canada 
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Background 

 

Government classified information is governed by the Treasury Board Standard on Security 

Screening, the Security of Information Act and Privacy Act.  Only those that are deemed to be loyal and 

reliable and have been cleared are allowed to access sensitive information.  The policy was most 

recently revised on October 20, 2014 [2]. 

 

Checks include basic demographic and criminal record checks for all levels and, depending on an 

individual appointment's requirements, credit checks, loyalty, and field checks might be conducted by 

the RCMP and/or CSIS. 

 

Clearance is granted depending on types of appointment by individual Federal government 

departments or agencies or by private company security officers.  Those who have contracts with Public 

Works and Government Services Canada are bound by the Industrial Security Program, a sub-set of the 

GSP. 

 

To access designated information, one must have at least standard reliability status (see Hierarchy 

below).  Reliability checks and assessments are conditions of employment under the Public Service 

Employment Act.  Thus all Government of Canada employees have at least reliability status screening 

completed prior to their appointment [3].  However, Government employees by Order-in-council are not 

subjected to this policy [4]. 

 

Clearances at the Reliability Status and Secret levels are valid for 10 years whereas Top Secret is 

valid for 5 years.  However, departments are free to request their employees to undergo security 

screening any time for cause [5].   Because security clearances are granted by individual departments 

instead of one central government agency, clearances are inactivated at the end of appointment or when 

an individual transfers out of the department.  The individual concerned can then apply to reactivate and 

transfer the security clearance to his/her new position [3]. 

 

Hierarchy 

 

3 levels of personnel screening exist with 2 sub-screening categories: [5] [6] 

 

Standard screenings are completed for individuals without law enforcement, security, and 

intelligence functions with the government whereas Enhanced screenings are for individuals with law 

enforcement, security and intelligence functions, or access to those data or facilities. 

 

Security screening 

 

Individuals who need to have RS because of their job or access to federal government assets will be 

required to sign the Personnel Screening, Consent, and Authorization Form (TBS/SCT 330-23e). 

 

Reliability Status, Standard (RS) 

 

● Reliability checks are done by verifying personal data, criminal records check, credit check, 

educational, and professional qualifications, data on previous employment and references. 

 

● This level of clearance will grant the right to access designated documents with markings of 

"Protected A & B" information/assets on a need-to-know basis.  It is mandatory for individuals 
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when the duties or tasks of a position or contract necessitate access to protected information and 

assets regardless of the duration of an assignment. 

 

Reliability Status, Enhanced (ERS) 

 

● In addition to the Reliability Status, Standard checks, open-source checks, and security 

questionnaire or interview are required. 

 

● This level of clearance will grant the right to access designated documents with markings of 

Protected A, B & C information/assets on a need-to-know basis. 

 

 

Security clearances 

 

Individuals who require access to more sensitive information (or access to sensitive federal 

government sites and/or assets) because of their job will be required to sign the Security Clearance Form 

(TBS/SCT 330-60e).  There are 2 levels of clearance: 

 

Secret 

● Secret clearance is only granted after a reliability status is cleared with a positive CSIS security 

assessment. 

● This level of clearance will grant the right to access designated and classified information up to 

Secret level on a need-to-know basis.  Department Heads have the discretion to allow for an 

individual to access Top Secret-level information without higher-level clearance on a case-to-

case basis. 

● Only those with a Secret clearance with enhanced screening have access to "Protected C" 

information. 

 

Top Secret 

● In addition to the checks at the Secret level, foreign travels, assets, and character references must 

be given.  A field check will also be conducted prior to granting the clearance. 

● This level of clearance will grant the right to access all designated and classified information on a 

need-to-know basis. 

 

 

Site Access 

 

2 additional categories called "Site Access Status" and "Site Access Clearance" exist not for access 

to information purposes but for those that require physical access to sites or facilities designated by 

CSIS as areas "reasonably be expected to be targeted by those who engage in activities constituting 

threats to the security of Canada".  Designated areas include Government Houses, official residences of 

government officials, Parliament, nuclear facilities, airport restricted areas, maritime ports, and any 

large-scale events that are sponsored by the federal government (e.g., 2010 Winter Olympics) [7] . 

 

Where reliability is the primary concern, a site access status screening (similar to a reliability status, 

standard screening) is conducted.  Where loyalty to Canada is the primary concern, a site access 

clearance (similar to a Secret clearance screening) is required.  They are both valid for 10 years. 

 

Legal 
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Prior to granting access to information, an individual who has been cleared must sign a Security 

Screening Certificate and Briefing Form (TBS/SCT 330-47) indicating their willingness to be bound by 

several Acts of Parliament during and after their appointment finishes.  Anyone who has been given a 

security clearance and releases designated/classified information without legal authority is in breach of 

trust under section 18(2) of the Security of Information Act with a punishment up to 2 years in jail. 

 

Those who have access to Special Operational Information are held to a higher standard.  The 

release of such information is punishable by law under section 17(2) of the Security of Information Act, 

liable to imprisonment for life [8]. 

 

Section 750(3) of the Criminal Code states that no person convicted of an offence under section 121 

(frauds on the Government), section 124 (selling or purchasing office), section 380 (Fraud - if directed 

against Her Majesty) or section 418 (selling defective stores to Her Majesty) has after that conviction the 

capacity to contract with Her Majesty or to receive any benefits under a contract between Her Majesty 

and any other person or to hold office under Her Majesty unless a pardon has been granted.  (This 

effectively prohibits granting of a Reliability Status to any such individual.) [9] 

 

 

 

United Kingdom 
 

Further information: Security vetting in the United Kingdom 

 

National Security Clearance Types 

 

National Security Clearances are a hierarchy of 5 levels depending on the classification of materials 

that can be accessed:  Baseline Personnel Security Standard (BPSS), Counter-Terrorist Check (CTC), 

Enhanced Baseline Standard (EBS), Security Check (SC), and Developed Vetting (DV). 

 

The BPSS is the entry-level National Security Clearance.  Both CTC and EBS are effectively 

enhancements to the BPSS with CTC relating to checking for susceptibility to extremist persuasion and 

EBS relating to checking for susceptibility to espionage persuasion (the latter being needed for 

supervised access to SECRET material). 

 

The SC again is focused on susceptibility to espionage persuasion and is required for an individual to 

have long-term unsupervised access to SECRET material and occasional access to TOP SECRET (TS) 

material whilst for regular access to TS, the DV is required. 

 

Those with National Security Clearance are commonly required to sign a statement to the effect that 

they agree to abide by the restrictions of the Official Secrets Act (OSA).  This is popularly referred to as 

"signing the Official Secrets Act".  Signing this has no effect on which actions are legal as the act is a 

law, not a contract, and individuals are bound by it whether or not they have signed it.  Signing it is 

intended more as a reminder to the person that they are under such obligations.  To this end, it is 

common to sign this statement both before and after a period of employment that involves access to 

secrets. 

 

National Security Clearance History 

 

After the United States entered into World War II, Britain changed its security classifications to 

match those of the U.S.  Previously, classifications had included the top classification "Most Secret".  

https://en.wikipedia.org/wiki/Security_vetting_in_the_United_Kingdom
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But it soon became apparent that the United States did not fully understand the UK's classifications and 

classified information appeared in the U.S.'s press.  This spearheaded the uniformity in classification 

between the United Kingdom and the United States. 

 

Other UK Clearances 

 

In addition to National Security Clearances, other types of roles and organizations stipulate a need 

for clearances including: 

 

● Vulnerable Group Access (including children) as operated by the Disclosure and Barring Service 

(DBS) replacing former Criminal Records Bureau (CRB) and Independent Safeguarding 

Authority (ISA) checks 

 

● Law Enforcement with a hierarchy of Police Personnel Vetting (PPV) and Non-Police Personnel 

Vetting (NPPV) levels which are broadly aligned with National Security Clearance levels but 

differ in focusing predominantly on susceptibility to criminality 

 

 

 

United Nations 
 

The UN has a Security Clearance (SC) procedure and document for United Nations staff travelling 

to areas designated as security phase areas with numbers ranging from 1 to 5 ("no-phase" areas are calm 

countries where no SC is required). 

 

United Nations staff can apply for SC online at the website of the Department for Safety and 

Security 

 

 

United States 
 

Introduction 

 

A security clearance is an official determination that an individual may access information classified 

by the United States Government.  Security clearances are hierarchical.  Each level grants the holder 

access to information in that level and the levels below it.  The clearance process requires a background 

investigation and the signing of a nondisclosure agreement.  Access to any particular piece of 

information requires "need-to-know" [10]. 

 

In some cases, this requirement is only nominal as some classified information is widely published 

on secure networks.  In other cases, there is a formal need-to-know determination.  In addition to such a 

determination, Special Access Programs and Sensitive Compartmented Information may require 

additional investigation and adjudication of the prospective clearance holder. 

 

Authority 

 

The authority for classifying information and granting security clearances to access that information 

is found in executive orders (EOs) and the USA's Federal law.  USA's National Security Information 

(NSI) is classified under EO 13526.  Information may be classified under this Order if a classification 

https://en.wikipedia.org/w/index.php?title=Security_phase&action=edit&redlink=1
https://en.wikipedia.org/wiki/Special_Access_Program
https://en.wikipedia.org/wiki/Sensitive_Compartmented_Information
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authority determines its unauthorized release could cause damage to the national defense or foreign 

relations of the United States. 

 

Information concerning nuclear weapons and fissile material may be classified under the Atomic 

Energy Act of 1954 (AEA).  These clearances are only granted by the Department of Energy. 

 

The clearance process for access to NSI or AEA information is substantially aligned.  Under EO 

12968, the investigative and adjudicative guidelines for NSI and AEA clearances are identical.  This 

enables reciprocity between NSI and AEA clearances although some exceptions exist. 

 

USA's Executive Order 12968's standards are binding on all of the USA's government agencies that 

handle classified information.  But it allows certain agency heads to establish Special Access Programs 

(SAPs) with additional (but not duplicative) investigative and adjudicative requirements. 

 

The Intelligence Community's Sensitive Compartmented Information (SCI) control systems are a 

family of SAPs.  SCI eligibility must be granted prior to accessing any particular control system or 

compartment (which may require additional investigation or adjudication).  SCI eligibility policy is 

described in Intelligence Community Directive 704 and its implementing policy guidance.  [It should be 

noted that within the Intelligence Community, the access to SCI information is far more common than 

"Collateral Top Secret information" and therefore operatives will routinely include SCI in a TS product 

just to ensure they do not have to meet the "cradle-to-grave" accountability requirements of Collateral 

TS information.] 

 

Any additional clearance measures used by SAPs must be approved by the Office of Management 

and Budget which has generally limited such measures to polygraphs, exclusion of persons with non-US 

immediate family members, requiring more frequent reinvestigations, and requiring annual updates to 

security questionnaires [11]. 

 

Hierarchy 

 

A security clearance is granted to an individual and generally recognizes a maximum level of 

clearance.  Exceptions include levels above compartmentalized access or when an individual is cleared 

for a certain type of data.  The President of the United States may be given access to any government or 

military information that they request if there is a proper "need to know" even if they would not 

otherwise be able to normally obtain a security clearance were they not the President. 

 

Having obtained a certain level security clearance does not mean that one automatically has access 

to or is given access to information cleared for that clearance level in the absence of a demonstrated 

"need to know" [12].  The "need-to-know" determination is made by a 'disclosure officer' who may work 

in the office of origin of the information.  The specified "need to know" must be germane to the 

prospective user's mission or of necessity for the integrity of a specified security apparatus. 

 

Controlled Unclassified 

 

"Controlled Unclassified" does not represent a clearance designation but rather a clearance level at 

which information distribution is controlled.  Controlled Unclassified designates information that may 

be illegal to distribute.  This information is available when needed by government employees such as the 

USA's Department of Defense (DoD) employees.  But the designation signifies that the information 

should not be redistributed to users not designated to use it on an operational basis.  For example, the 

organization and processes of an information-technology system may be designated Controlled 

Unclassified to users for whom the operational details of the system are non-critical. 
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Public Trust Position 

 

Despite common misconception, this designation is not a security clearance and is not the same as 

the confidential designation.  Certain positions which require access to sensitive information (but not 

information which is classified) must obtain this designation through a background check.  In the USA, 

Public Trust Positions can either be moderate-risk or high-risk [13] [14]. 

 

Confidential 

 

This is hierarchically the first security clearance to get, typically requiring a few weeks to a few 

months of investigation.  A Confidential clearance requires a NACLC investigation which dates back 7 

years on the subject's record and must be renewed (with another investigation) every 15 years. 

 

Secret 

 

A Secret clearance (also known as Collateral Secret or Ordinary Secret) requires a few months to a 

year to investigate depending on the individual's background.  Some instances wherein individuals 

would take longer than normal to be investigated are many past residences, having residences in foreign 

countries, having relatives outside the United States, or significant ties with non-US citizens. 

 

Unpaid bills as well as criminal charges will more than likely disqualify an applicant for approval.  

However, a bankruptcy will be evaluated on a case-by-case basis and is not an automatic disqualifier.  

Poor financial history is the number-one cause of rejection and foreign activities and criminal record are 

also common causes for disqualification. 

 

A Secret clearance requires a NACLC and a Credit investigation.  It must also be re-investigated 

every 10 years [15].  Investigative requirements for DoD clearances (which apply to most civilian 

contractor situations) are contained in the Personnel Security Program issuance known as DoD 

Regulation 5200.2-R, at part C3.4.2 . 

 

Top Secret 

 

Top Secret is a more stringent clearance.  A Top Secret (or 'TS') clearance is often given as the result 

of a Single Scope Background Investigation (or SSBI).  Top Secret clearances in general afford one 

access to data that affects National Security, counterterrorism/counterintelligence, or other highly 

sensitive data.  There are far fewer individuals with TS clearances than Secret clearances [16]. 

 

A TS clearance can take as few as 3 to 6 months to obtain but often takes 6 to 18 months.  The SSBI 

must be reinvestigated every 5 years [15].  In order to receive TS clearance, all candidates must pass an 

oral interview. 

 

Compartmented 

 

As with TS clearances, Sensitive Compartmented Information (SCI) clearances are assigned only 

after one has been through the rigors of a Single Scope Background Investigation and a special 

adjudication process for evaluating the investigation.  SCI access, however, is assigned only in 

"compartments".  These compartments are necessarily separated from each other with respect to 

organization so that an individual with access to one compartment will not necessarily have access to 

another.  Each compartment may include its own additional special requirements and clearance process.  

An individual may be granted access to or read into a compartment for any period of time. 

https://en.wikipedia.org/wiki/Single_Scope_Background_Investigation
https://en.wikipedia.org/wiki/Sensitive_Compartmented_Information
https://en.wikipedia.org/wiki/Compartmentalization_(intelligence)
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Top Secret clearance might be required to access: 

● Communications intelligence, a subset of SIGINT 

● Design or stockpile information about nuclear weapons 

● Nuclear targeting 

 

Such compartmentalized clearances may be expressed as "John has a TS/SCI" whereby all clearance 

descriptors are spelled out verbally.  For example, the U.S. National Security Agency once used 

specialized terms such as 'Umbra' [17] [18] [19].  This classification is reported to be a compartment 

within the "Special Intelligence" compartment of SCI [20].  The various NSA compartments have been 

simplified.  All but the most sensitive compartments are marked "CCO" meaning "handle through 

COMINT channels only". 

 

The U.S. Department of Defense establishes separately from intelligence compartments Special 

Access Programs (SAP) when the vulnerability of specific information is considered exceptional and 

the normal criteria for determining eligibility for access applicable to information classified at the same 

level are not deemed sufficient to protect the information from unauthorized disclosure.  The number of 

people cleared for access to such programs is typically kept low.  Information about stealth technology, 

for example, often requires such access. 

 

Area-specific clearances include: 

● L clearance (Department of Energy) 

● Q clearance (Department of Energy) 

● Yankee White (working with the President and Vice President) 

 

Jobs that require a clearance 

 

Anyone with access to classified data requires a clearance at or higher than the level at which the 

data is classified.  For this reason, security clearances are required for a wide range of jobs from senior 

management to janitorial.  According to a 2013 Washington Post article, over 1.5 million Americans had 

Top-Secret clearances.  Almost one-third of them worked for private companies rather than for the U.S. 

Government [21] [22]. 

 

Jobs that require a security clearance can be found either as positions working directly for the 

Federal Government or as authorized Federal contractors.  Over time, more clearance jobs are being 

outsourced to contractors [23].  Due to an overall shortage in security-cleared candidates and a long time 

frame to obtain the credentials for an uncleared worker, those with clearance are often paid more than 

their non-cleared equivalent counterparts [24] [25] [26].  According to one 2010 estimate, "people with 

security clearances are in the top 10 percent of wage earners in the Country" [27]. 

 

Requirements for a clearance 

 

The vetting process for a security clearance is usually undertaken only when someone is hired or 

transferred into a position that requires access to classified information.  The employee is typically 

fingerprinted and asked to provide information about themselves.  This becomes a starting point for an 

investigation into the candidate's suitability. 

 

The process has been streamlined and now requires the person who needs clearance to input the 

information online using E-qip.  5 days are allowed for data input.  Having the older paper form can be 

https://en.wikipedia.org/wiki/SIGINT
https://en.wikipedia.org/wiki/COMINT
https://en.wikipedia.org/wiki/L_clearance
https://en.wikipedia.org/wiki/Q_clearance
https://en.wikipedia.org/wiki/Yankee_White
https://en.wikipedia.org/wiki/E-qip
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helpful for collecting and organizing the information in advance.  The information on an investigation 

and its status is stored in either JPAS or Scattered Castles. 

 

Investigative work is usually at least one of the following types: 

 

● National Agency Check with Local Agency Check and Credit Check (NACLC).  An NACLC is 

required for a Secret, L, and CONFIDENTIAL access.  (see Background check) 

 

● Single Scope Background Investigation (SSBI).  An SSBI is required for Top Secret, Q, and SCI 

access and involves agents contacting employers, coworkers, and other individuals.  Standard 

elements include checks of employment; education; organization affiliations; local agencies; 

where the subject has lived, worked, or gone to school; and interviews with persons who know 

the individual.  The investigation may include an NACLC on the candidate’s spouse or 

cohabitant and any immediate family members who are U.S. citizens other than by birth or 

who are not U.S. citizens. 

 

● Polygraph.  Some agencies may require polygraph examinations.  The most common examinations 

are Counter Intelligence (CI) and Full-Scope (Lifestyle) polygraphs.  While a positive SSBI is 

sufficient for access to SCI-level information, polygraphs are routinely administered for "staff-

like" access to particular agencies. 

 

If issues of concern surface during any phase of security processing, coverage is expanded to resolve 

those issues.  At lower levels, interim clearances may be issued to individuals who are presently under 

investigation but who have passed some preliminary automatic process.  Such automatic processes 

include things such as credit checks, felony checks, and so on. 

 

An interim clearance may be denied (although the final clearance may still be granted) for having a 

large amount of debt [28], having a foreign spouse, for having admitted to seeing a doctor for a mental 

health condition, or for having admitted to other items of security concern (such as a criminal record or a 

history of drug use.). 

 

When security concerns arise for an individual which could bar them from holding a security 

clearance, adjudicators may also look at the Whole-Person Concept as a source of potential mitigation so 

that the person may still be granted a security clearance [29]. 

 

Investigations conducted by one federal agency are no longer supposed to be duplicated by another 

federal agency when those investigations are current within 5 years and meet the scope and standards for 

the level of clearance required.[citation needed] The high-level clearance process can be lengthy, 

sometimes taking a year or more. In recent years, there has been an increased backlog of cases which 

has been attributed to the economic climate. The long time needed for new appointees to be cleared has 

been cited as hindering the presidential transition process. 

 

Security briefings 

 

In the U.S.A. once the clearance is granted, the candidate is briefed on "the proper safeguarding of 

classified information and on the criminal, civil, and administrative sanctions that may be imposed on an 

individual who fails to protect classified information from unauthorized disclosure."  He-or-she is also 

required to sign an approved non-disclosure agreement (e.g., form SF-312).  High-level clearances are 

reviewed periodically and any "adverse information" reports received at any time can trigger a review. 

 

https://en.wikipedia.org/wiki/E-qip
https://en.wikipedia.org/wiki/E-qip
https://en.wikipedia.org/wiki/National_Agency_Check_with_Local_Agency_Check_and_Credit_Check
https://en.wikipedia.org/wiki/Background_check
https://en.wikipedia.org/wiki/Single_Scope_Background_Investigation
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When a cleared person leaves their job, they are often "debriefed"—reminded of their ongoing 

obligations to protect the information they were allowed to see.  According to NISPOM Chapter 3, 

newly-cleared employees are required to receive an initial security briefing before having access to 

classified information.  This training helps them understand the threat, risks to classified information, 

how to protect the classified information, security procedures and duties as they apply to their job.  This 

training is followed up by refresher training that reinforces the initial security briefing. 

 

Dual citizenship 

 

Dual citizenship is associated with 2 categories of security concerns:  foreign influence and foreign 

preference.  Dual citizenship in itself is not the major problem in obtaining or retaining security 

clearance in the USA 

 

If a security clearance applicant's dual citizenship is "based solely on parents' citizenship or birth in a 

foreign country", that can be a mitigating condition [30].  However, exercising (taking advantage of the 

entitlements of) a non-U.S. citizenship can cause problems. 

 

For example, possession and/or use of a foreign passport is a condition disqualifying from security 

clearance and "is not mitigated by reasons of personal convenience, safety, requirements of foreign law, 

or the identity of the foreign country" as is explicitly clarified in a Department of Defense policy 

memorandum which defines a guideline requiring that "any clearance be denied or revoked unless the 

applicant surrenders the foreign passport or obtains official permission for its use from the appropriate 

agency of the United States Government" [31]. 

 

This guideline has been followed in administrative rulings by the Department of Defense (DoD) 

Defense Office of Hearings and Appeals (DOHA) office of Industrial Security Clearance Review 

(ISCR) which decides cases involving security clearances for Contractor personnel doing classified 

work for all DoD components.  In one such case, an administrative judge ruled that it is not clearly 

consistent with U.S. national interest to grant a request for a security clearance to an applicant who was 

a dual national of the United States and Ireland [32]. 

 

Individuals who have had security clearances revoked 

 

In the post World War II era, there have been several highly publicized and often controversial and 

unfair cases of officials or scientists having their security clearances revoked including: 

Sandy Berger 

John M. Deutch 

Thomas Andrews Drake 

Abdel-Moniem El-Ganayni 

Wen Ho Lee 

Robert Oppenheimer (head of the Manhattan Project) 

Alan Turing (UK) 

Qian Xuesen 

Edward Snowden 
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● [3] 
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UK MOD's Defence Vetting Agency 

 

United States 

● (DoD) Factors Used for Determining Security Clearance Approval/Disapproval 

● Defense Office of Hearings and Appeals decisions 

● Security Clearance FAQs 

● How to get clearance 

● DoD Intelligence & Security Documents, directives and Instructions 

● DoD Security Clearances and Contracts Guidebook-What You Need to Know About Your Need to 

Know 

● Federal Suitability Security Clearance Chart 

● Defense Office of Hearings and Appeals (DOHA) Experiencing Immense Backlog of Cases, 

Highlighting Need for Thorough and Effective Preparation of Clearance Applications 

 

United Nations 

United Nations Department of Safety and Security 

 

Geneva Centre for the Democratic Control of Armed Forces 

Vetting and the Security Sector, published by DCAF 
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security protocols that provide highly classified information with safeguards and access restrictions that 
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support. 
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In addition to collateral controls, a SAP may impose more stringent investigative or adjudicative 

requirements, specialized nondisclosure agreements, special terminology or markings, exclusion from 

standard contract investigations (carve-outs), and centralized billet systems [1]. 

 

Types 

 

2 types of SAP exist — acknowledged and unacknowledged.  The existence of an acknowledged 

SAP may be publicly disclosed but the details of the program remain classified.  An unacknowledged 

SAP (or USAP) is made known only to authorized persons including members of the appropriate 

committees of the United States Congress. 

 

Waived SAPs are a subset of unacknowledged SAPs in the Department of Defense.  These SAPs are 

exempt by statutory authority of the Secretary of Defense from most reporting requirements and, within 

the Legislative branch, the only persons who are required to be informed of said SAPs are the 

chairpersons and ranking committee members of the Senate Appropriations Committee, Senate Armed 

Services Committee, House Appropriations Committee, and the House Armed Services Committee [2].  

Oftentimes, this notification is only oral [3] [4]. 

 

Categories 

 

There are 3 categories of SAPs within the Department of Defense [5]: 

 

● Acquisition SAPs (AQ-SAPs) which protect the "research, development, testing, modification, and 

evaluation or procurement" of new systems. 

 

● Intelligence SAPs (IN-SAPs) which protect the "planning and execution of especially sensitive 

intelligence or CI units or operations". 

 

● Operations and Support SAPs (OS-SAPs) which protect the "planning, execution, and support" of 

sensitive military activities. 

 

Only the Director of National Intelligence may create IN-SAPs.  Sensitive Compartmented 

Information (SCI) control systems may be the most well-known intelligence SAPs.  The treatment of 

SCI is singular among SAPs. 

 

It seems that there is some disagreement within the Government as to whether-or-not SCI is a SAP.  

Defense Department sources usually state that it is [6] and at least one publication refers to a separate 

SCI-SAP category alongside the three listed above [7].  The Intelligence Community, drawing on the 

DNI's statutory responsibility to protect intelligence sources and methods, finds a legal basis for SCI 

separate from that of SAPs and consequently consider SCI and SAPs separate instances of the more 

general controlled access program [8]. 

 

Marking 

 

SAP documents require special marking to indicate their status.  The words SPECIAL ACCESS 

REQUIRED followed by the program nickname or codeword are placed in the document's banner line. 

 

Abbreviations 

 

https://en.wikipedia.org/wiki/Sensitive_Compartmented_Information
https://en.wikipedia.org/wiki/Sensitive_Compartmented_Information
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Abbreviations may be used for either element.  Portion markings use SAR and the program's 

abbreviation.  For example, a secret SAP with the nickname MEDIAN BELL would be marked 

SECRET//SPECIAL ACCESS REQUIRED-MEDIAN BELL.  Portions would be marked (S//SAR-

MB [9]. 

 

Multiple SAPs 

 

Multiple SAPs are separated by slashes. 

 

Compartments 

 

Compartments within SAPs may be denoted by a hyphen and are listed alphanumerically.  

Subcompartments are separated by spaces and are also listed alphanumerically.  Markings do not show 

the hierarchy beyond the sub-compartment level.  Sub-sub-compartments are listed in the same manner 

as sub-compartments [10]. 

 

A more complex banner line with multiple SAPs and subcompartments might read TOP 

SECRET//SAR-MB/SC-RF 1532-RG A691 D722 [11]. 

 

Variations 

 

Older documents used different standard for marking.  The banner line might read 

SECRET//MEDIAN BELL//SPECIAL ACCESS REQUIRED and the portion marking would read 

(S//MB) [12].  Other variations move the special access warning to a second line, which would read 

MEDIAN BELL Special Control and Access Required (SCAR) Use Only or some other phrase 

directed by the program security instructions [13]. 

 

Involved individuals 

 

SAP access ergo policy on classified security categories de facto is understood informally as 

described as those who need to know have access, access is "on a need to know basis" [14].  A SAP can 

only be initiated, modified, and terminated within their department or agency; the Secretary of State, 

Secretary of Defense, Secretary of Energy, Secretary of Homeland Security, the Attorney General, the 

Director of National Intelligence; their principal deputies (e.g. the Deputy Secretary of State in DoS and 

the Deputy Secretary of Defense in DoD); or others designated in writing by the President [15]. 

 

The U.S. Secretary of Defense is obliged to submit a report not later than the 1st of March for each 

year to the Defense Committee on special access programs [16]. 

 

Examples 

 

The following national or international SAPs unless otherwise noted are identified in 32 CFR 

154.17: 

 

● Sensitive Compartmented Information (SCI), national intelligence information concerning sources 

and methods which is protected by control systems defined by the Director of National 

Intelligence. Note that SCI markings are separate from those of other SAPs. 

 

● Single Integrated Operational Plan-Extremely Sensitive Information (SIOP-ESI, replaced by NC2-

ESI), the national plan for nuclear war. Note that SIOP-ESI was listed among non-IC 

dissemination control markings on classified documents, not with other SAPs. 

https://en.wikipedia.org/wiki/Sensitive_Compartmented_Information
https://en.wikipedia.org/wiki/Single_Integrated_Operational_Plan
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● Presidential support activities 

 

● Nuclear Weapon Personnel Reliability Program 

 

● Chemical Personnel Reliability Program [17] 

 

● Access to North Atlantic Treaty Organization classified information at the staff level 
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Sensitive Compartmented Information (SCI) 
 

Sensitive compartmented information (SCI) is a type of United States classified information 

concerning or derived from sensitive intelligence sources, methods, or analytical processes.  All SCI 

must be handled within formal access control systems established by the Director of National 

Intelligence [1]. 

 

Although some sources refer to SCI control systems as special access programs, the intelligence 

community itself considers SCI and SAPs distinct kinds of controlled access programs [2]. 

 

SCI is not a classification.  SCI clearance has sometimes been called "Above Top Secret" [3].  But 

information at any classification level may exist within an SCI control system.  When 

"decompartmented," this information is treated the same as collateral information at the same 

classification level. 

 

Access 

 

Eligibility for access to SCI is determined by a Single Scope Background Investigation (SSBI) or 

periodic reinvestigation [4].  Because the same investigation is used to grant Top Secret security 

clearances, the two are often written together as TS/SCI.  Eligibility alone does not confer access to any 

specific SCI material.  It is simply a qualification.  One must receive explicit permission to access an 

SCI control system or compartment.  This process may include a polygraph or other approved 

investigative or adjudicative action [5]. 

 

Once it is determined a person should have access to an SCI compartment, they sign a nondisclosure 

agreement, are "read in" or indoctrinated, and the fact of 

this access is recorded in a local access register or in a 

computer database.  Upon termination from a particular 

compartment, the employee again signs the nondisclosure 

agreement. 

 

Control systems 

 

SCI is divided into control systems which are further 

subdivided into compartments and sub-compartments.  

These systems and compartments are usually identified 

by a classified codeword.  Several such codewords have 

been declassified.  The following SCI control systems 

with their abbreviations and compartments are known:   

 

http://dni.gov/electronic_reading_room/Public_CAPCO_Register%20and%20Manual%20v5.1.pdf
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http://www.bibliotecapleyades.net/exopolitica/esp_exopolitics_I_1e.htm
https://en.wikipedia.org/wiki/Sensitive_Compartmented_Information
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Special Intelligence (SI) 

Special Intelligence (so in the CAPCO manual but always SI in document markings) is the control 

system covering communications intelligence.  Special Intelligence is a term for communications 

intercepts [6].  The previous title for this control system was COMINT.  But this was deprecated in 2011 

[7]. 

 

SI has several compartments of which the following are known or declassified: 

● Very Restricted Knowledge (VRK) 

● Exceptionally Controlled Information (ECI) which was used to group compartments for highly 

sensitive information but was deprecated as of 2011 [8]. 

● GAMMA (G) which has subcompartments identified by 4 alphanumeric characters [9]. 

 

Several now-retired codewords protected SI compartments based on their sensitivity, generally 

referred to as Top Secret Codeword (TSC) and Secret Codeword (SC) [10].  These codewords were:  

● UMBRA for the most sensitive material 

● SPOKE for less sensitive material 

● MORAY for the least sensitive SI that required codeword protection [11]. 

 

These 3 codewords (the usage of which was terminated in 1999 [12]) were attached directly to the 

classification without reference to COMINT or SI (e.g. Top Secret UMBRA). 

 

STELLARWIND (STLW) 

This codeword was revealed on June 27, 2013 when The Guardian published a draft report from the 

NSA Inspector General about the electronic surveillance program STELLARWIND.  This program was 

started by President George W. Bush shortly after the 9/11 attacks.  For information about this program, 

a new security compartment was created which was given STELLARWIND as its permanent cover term 

on October 31, 2001 [13]. 

 

ENDSEAL (EL) 

This control system was revealed in the 2013 Classification Manual.  ENDSEAL information must 

always be classified as Special Intelligence (SI).  So probably it is related to SIGINT or ELINT [14]. 

 

TALENT KEYHOLE (TK) 

TK covers space-based IMINT (Imagery intelligence), SIGINT (Signals intelligence), and MASINT 

(Measurement and signature intelligence) collection platforms; related processing and analysis 

techniques; and research, design, and operation of these platforms (but see Reserve below) [15]. 

 

The original TALENT compartment was created in the mid-1950s for the U-2.  In 1960, it was 

broadened to cover all national aerial reconnaissance (to later include SR-71 sourced imagery) and the 

KEYHOLE compartment was created for satellite intelligence [16]. 

 

TALENT KEYHOLE is now a top-level control system.  KEYHOLE is no longer a distinct 

compartment.  Known compartments include RUFF (IMINT satellites), ZARF (ELINT satellites), and 

CHESS (U-2) [17].  The KEYHOLE series KH-1 through KH-4b were part of the new TALENT-

KEYHOLE designation [18]. 

 

HUMINT Control System (HCS) 

HCS is the HUMINT Control System.  This system was simply designated "HUMINT" until 

confusion arose between collateral HUMINT and the control system.  The current nomenclature was 

chosen to eliminate the ambiguity [19]. 
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KLONDIKE (KDK) 

KLONDIKE protects sensitive geospatial intelligence [20]. 

 

RESERVE (RSV) 

RESERVE is the control system for National Reconnaissance Office compartments protecting new 

sources and methods during the research, development, and acquisition process [21]. 

 

BYEMAN (BYE) 

BYEMAN is a retired control system covering certain overhead collection systems including 

CORONA and OXCART [22].  Most BYE content was transferred to TK. BYE Special Handling 

content was transferred to Reserve. 

 

 

Markings 

 

SCI control system markings are placed immediately after the classification level markings in a 

banner line or portion marking [23]. Sometimes (especially on older documents) they are stamped.  The 

following banner line and portion marking describe a Top Secret document containing information from 

the notional SI-GAMMA 1234 subcompartment, the notional SI-MANSION compartment, and the 

notional TALENT KEYHOLE-LANTERN compartment: 

 

TOP SECRET//SI-GAMMA 1234-MANSION/TALENT KEYHOLE-LANTERN//NOFORN 

(TS//SI-G 1234-M/TK-L//NF) 

 

Older documents were marked with HANDLE VIA xxxx CONTROL CHANNELS (or "HVxCC"), 

HANDLE VIA xxxx CHANNELS ONLY (or "HVxCO"), or HANDLE VIA xxxx CHANNELS 

JOINTLY (or "HVxCJ").  But this requirement was rescinded in 2006 [24]. 

 

For example, COMINT documents were marked as HANDLE VIA COMINT CHANNELS ONLY.  

This marking led to the use of the caveat CCO (COMINT Channels Only) in portion markings [25].  But 

CCO is also obsolete [26]. 
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ORGANIZATIONAL CHART 

 

D-5 
(Above the President, all military and civilian agencies, in protecting the United States Constitution and 

the Declaration of Independence, and aid in preventing wars to avoid a nuclear Armageddon) 

 

 

INWA 

(Air Force official investigations of nuclear weapons security) 

 

 

MAJESTIC 

(Air Force official investigations on Aliens and UFOs) 

 

 

COSMIC 

(US Air Force Space Test Program: propulsion, dark matter, dark energy) 

[StealthSkater note: later use seems to be the same as U.S. Top-Secret except applied to NATO] 

 

 

LUNA 

(A project to study a mining base set up on the dark side of the Moon) 

 

 

(MK-)ULTRA 

(Covert CIA mind control, began early 1950s) 

 

 

STELLAR 

(NSA Wiretapping, Eavesdropping) 

10 Levels 

 

 

ASTRAL 

(U.S. Gov. Project: Beyond Dreaming) 

 

 

TRIAD 

(Federal Government fast growing crime prevention partnership with statewide coordination) 

 

 

ORBIT 

(U.S. accountability for orbiting satellites, data collected by 6 orbiting satellites) 

 

ZD-27 

(Information is not available) 

 

28 

 

27 
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18 

 

PRESIDENT        (17) 

 

OF U.S. 16 

 

(GO CODES)    15 
 

 14           CRYPTO 
 

13 

 

12 

 

11 

 

10 

 

9 

 

8 

 

7 

 

   6 

 

   5 

 

   4 

 

   3 

 

   2 

 

   1 
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USAP       UNACKNOWLEDGED SPECIAL  

ACCESS PROGRAM 

 

SCI        SPECIAL COMPARTMENT  

INTELLIGENCE:  

(Information is buried to a few officials)    HIDDEN  

ORGANIZATIONS:: 

TRILATEAL COMMISSION 

 

TS-SCI         NSA TS/SCI, CACI International 

 

(Introduced to stop some high ranking officers from looking into Top Secret Files       CIA   TSS/SCI 

that they don’t have any business with)                                                     FBI   (TS) 

 

 

TOP SECRET   NRO (National Reconnaissance Office) 

 (Disclosure: Exceptional Grave Consequences to U.S.)              recon satellite systems 

TK (Intelligence Community 

Classification and Control) 

TALLENT-KEYHOLE (handle via 

indicated controls) 

 

SECRET 
(Disclosure to unauthorized personnel expected serious damage to National Security) 

 

 

CONFIDENTIAL 

(Disclosure to unauthorized personnel expected damage to National Security) 

 

 

RESTRICTED 

(A formal security clearance required to handle classified documents or access classified data) 

(Technically not a classification level) 

 

 

 

 

https://www.ar15.com/archive/topic.html?b=1&f=5&t=548097 

 

1.  DisposableHero  [Member]  /  2/17/2007 7:44:09 AM EST  

Levels of classification: 

Top Secret 

Secret 

Confidential 

For Official Use Only 

Unclassified 

 

Most (if not all) members of the Military have at least a Secret.  But having a certain level of 

clearance doesn't mean you can look at anything within that level.  You have to have a need to know. 

 

https://www.ar15.com/archive/topic.html?b=1&f=5&t=548097
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2.  flatfender  [Team Member]  /  2/17/2007 7:46:52 AM EST  

There are grades above Top Secret.  But that they exist and what they're called are a secret.  If we 

told you, we'd have to kill you.  Really. 

 

 

3.  eddiein1984  [Member]  /2/17/2007 7:58:46 AM EST  

Top Secret is the highest.  But Top Secret information is compartmentalized into the different SCI 

programs.  For example, just because you have a final top secret clearance does not mean that you can 

look at all Top Secret/SCI information.  Only those programs that you are read into.  The names of the 

different programs are themselves classified. 

 

 

4.  MagKnightX  [Team Member]  /  2/17/2007 8:13:38 AM EST  

Confidential, Secret, and Top Secret.  Then there's Sensitive Compartmented Information (SCI) 

clearances, granted after a single-scope background investigation like Top Secret but only for specific 

types of information.  SCI clearances include Crypto for cryptography, Q for nuclear weapons, TK for 

satellite intel, and SI for special intel. 

 

There's also 'Yankee White' which is a security clearance (not a level of classification) that allows 

you to work under the President.  It involves an extensive background check and is only available to 

natural-born US citizens. 

 

 

5.  ss02chase  [Member] / 2/17/2007 10:20:11 AM EST 

I was S2 and processed investigations for security clearances.  Most Service members get 

Confidential access.  It is granted with just the info provided when you join.  Secret requires a more in-

depth investigation that you have to submit a 30 page application for.  It's not uncommon for soldiers 

(particularly NCOs) to be required to get one.  Top Secret clearances are a little fewer and farther 

between.  Same application but a much more intense investigation. 

 

Above that, there are specialized Top Secret clearances that allow you to see certain higher class info 

if it directly pertains to something you doing.  Above those are several more clearances that we're not 

going to even discuss. 

 

Top Secret isn't the amazing clearance the Hollywood makes it out to be, it just has a Hollywood 

name. 

 

 

6.  paraord16  [Team Member]  /  2/17/2007 10:31:14 AM EST  

Actually a 'Q' is not necessarily for nuclear weapons.  'Q' and 'L' are Department of Energy 

clearances.  A "Q" used to be above a Top Secret and an "L" used to be above Secret.  However, several 

years ago they upgraded the Secret and Top Secret investigations to match the 'Q' and 'L'. 

 

All Government agencies are now supposed to honor each other's clearances.  But that doesn't 

always happen. 

 

 

7.  PaDanby  [Team Member]  /  2/17/2007 6:05:10 PM EST 

A "clearance" is an administrative determination that you can be allowed "access" to materials 

classified up to that level. 
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Those determinations are based on the type of Investigation:  ENT-NAC - Entry National Agency 

Check; NAC is a National Agency Check; BI - Background Investigation; SBI - Special Background 

Investigation; EBI - Enhanced Background; etc. 

 

"Access" is the determination by the holder of the classified material that you have both the requisite 

"clearance" and "need-to-know" to accomplish your duties and that you can use the material. 

 

"Classification" is based on the amount of damage to the United States that could happen by 

acquisition of the information by our enemies: 

 

IIRC (and it's been a few years) 

Top Secret = Grave Damage 

Secret = Severe Damage 

Confidential = Damage 

 

FOUO = For Official Use Only IS NOT A CLASSIFICATION (for example, personnel type 

information, business proprietary information given to the Government for contract 

purposes, etc.) 

 

NOFORN = No Foreign Dissemination.  Example, a NATO Officer is assigned to an American unit.  

He has a Secret Clearance and is normally involved with all aspects of the unit mission.  

Certain information comes in and is NOFORN.  He can't be granted ACCESS to that 

information.  Not a classification but an additional restriction on dissemination. 

 

A lot of intelligence information is classified at Secret or Top Secret levels.  It may be identical to 

what you can find in Jane's Fighting Ships.  The difference is that when it is included in an intelligence 

publication it has been verified by a trusted source.  Jane's by no means guarantees the validity of the 

information or the sources.  Hence when the Office of Naval Intelligence says it is valid, that means a 

source verified it. 

 

Now the Soviets (etc.) can figure out who the source may be or who it is.  Hence while the 

information is not necessarily all that significant, the source of it needs to be protected.  And a lot of 

time it might be pictures taken at a sensitive location.  Who could take those pictures? Etc. 

 

 

8.  azcopwannabee  [Member]  /  2/17/2007 7:48:36 PM EST 

We have had people get their clearances pulled for DUI, AG Assault, DV, Debt, Disclosure of 

Sensitive info, and being UNSTABLE. 

 

They WENT AWAY.  Never to be seen without a serving spoon or a wrench in their hands again or 

until their enlistment ran out. 

 

 

9.  PaDanby  [Team Member]  /  2/17/2007 8:19:36 PM EST  

 

Just to get the semantics correct.  "Revoked" is an administrative removal of a clearance based on 

negative reports, derogatory information, punitive actions, convictions, etc.  Not a good thing. 
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"Closed" (and this might not be the current term) is the administrative removal of a clearance for 

normal reasons.  You know longer need it for your military or civilian job, you've left your civilian job, 

etc.  No harm, no foul. 

 

 

10.  SmilingBandit  [Team Member]  /  2/18/2007 5:13:38 PM EST  

 

Originally Posted By eddiein1984: 

Just a reminder:  the names of many of the SCI programs are classified.  Don't share them here.  

 

I can never remember what is and what isn't.  It's just easier not to say anything. 

 

 

11.  MagKnightX  [Team Member]  /  2/18/2007 8:01:04 PM EST  

Well, apparently Crypto, Q, L, TK, and SI aren't or at least got leaked pretty heavily. 

 

 

12.  Rem700PSS  [Member]  /  2/18/2007 8:11:39 PM EST  

Area S4 requires clearance 32 levels above Top Secret.  I think there are 24 people that have it. 

 

 

13.  LovetheBlade  [Team Member]  /  2/18/2007 8:15:49 PM EST  

I had a Top Secret in the AF.   I used to hand deliver top secret info all the time.  It sounds cool if 

you're a civilian and don't know any better.  In reality, you're just a mail carrier with a pistol.  I knew a 

couple of master sergeants that had much higher.  Two worked at Cheyenne Mountain.  One worked at 

Groom Lake.  Nothing like having a plane bring you back and forth from work.... 

 

 

14.  LWilde  [Team Member]  /  2/19/2007 5:00:30 AM EST  

TS since 1966. 

 

CNWDI 

TK 

SCI/SAP 

SAS 

Crypto 

 

Access to whatever it is I'm working on at the time. 

 

Back in the day...  I couldn't even travel overseas on unofficial travel without letting my SSO know 

and being briefed in/out and never to a country behind the "Curtain".  Even official travel was monitored 

carefully.  I never even tried to jump the system.  I just waited until I retired from the Military.  What a 

PITA! 

 

So what.  Sometimes having the knowledge is kewl and sometimes it is damn depressing. 

 

 

15.  cmjohnson  [Team Member]  /  2/19/2007 5:26:05 AM EST  

 

I know 2 men who both had compartmental Top Secret clearances.  One is ex-Navy and went to 

work for Northrop-Grumman and (among other things) designed the electrical control system for the F-
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14D Tomcat.  The other was a crypto tech in Vietnam.  He had an SP assigned to him at all times when 

in the field.  The SP's orders were to shoot him if necessary in order to keep him from being captured by 

the Viet Cong. 

 

 

16.  frr  [Team Member]  /  2/19/2007 7:17:17 AM EST  

I'm working on getting my 'Q' right now.  It's pretty damn involved.  As someone else said, it's just 

the DOE equivalent to 'Top Secret'.  They just made it even more difficult not too long ago.  Now you 

have to go back 10 years instead of 7. 

 

If you want to work with the nukes, you need what is known as "Sigma access".  There are multiple 

levels of Sigma access (1-13 I think?).  Your level of Sigma access determines exactly what in specific 

you can know about the system.  There are only one-or-two levels of Sigma access that enable you to 

know the full workings of the physics package.  (This is not secret knowledge or anything.  You can find 

it on Google if you look around a bit.) 

 

 

 

 

http://boards.straightdope.com/sdmb/showthread.php?t=220632  

1.  Shagnasty   10-31-2003, 07:42 AM 

Is "Top Secret" the highest level clearance you can get?  I was wondering about the different 

security clearances used by the U.S. Government.  I know that there is a "Secret" clearance.  What 

does that enable one to do or see exactly?  Then there is "Top Secret".  Is that the highest level 

clearance available.  If not, what is?  Do congressmen and cabinet members have a special security 

clearance? 

 

 

2.  Who_me?  10-31-2003, 07:48 AM 

No, there are higher security clearances.  My stepfather set up radar systems for the Army.  His 

security clearance was high enough that he could not tell it to my mother who had a Top-Secret 

clearance. 

 

 

3.  FairyChatMom  10-31-2003, 08:15 AM 

Nitpicky, perhaps, but there are only 3 clearances: Confidential, Secret, and Top Secret.  Within 

TS, there are other classifications of access to specific types of materials based upon need to know. 

 

When I held my TS clearance years ago, I was assigned to projects which allowed me to see 

information that my boss was not permitted to see.  Nor could I tell just anyone that I had additional 

access.  Also just because I had a TS clearance did not mean that I could just mosey into a facility 

and read all their TS stuff.  The designations of restrictions within TS are often closely guarded 

themselves. 

 

At least, that's how it worked in DOD.  Other agencies have other designations, so I've been told. 

 

 

4.  Monty  10-31-2003, 08:15 AM 

I'm not sure it should be qualified as "higher".  It's more like different access to same level of 

information for different people. 

 

http://boards.straightdope.com/sdmb/showthread.php?t=220632
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IIRC, if 2 people both have a Top Secret clearance, one is still not permitted to divulge 

information available to him to the other unless the other person has access to that information based 

on what's called "need to know".  Thus the whole "compartmentalized information" concept. 

 

 

5.  aerodave  10-31-2003, 08:23 AM 

I work for the Government and take it from me: TS is as high as it gets.  However, there are 

certain "Special Access Program" and "Sensitive Compartmented Information" levels that are extra 

layers of security on top of the TS clearance.  The names of the clearances themselves are often 

deemed sensitive information which may corroborate what Who me? said above. 

 

These SCIs and SAPs give a certain amount of exclusivity to the information generated by a 

given project.  In other words, you need more than just a regular TS to get it.  This has always struck 

me as redundant since the 2 things a person needs to have access to classified information are proper 

clearance and need-to-know.  Even if you have the same clearance as me, I can't share the classified 

info with you unless you have a demonstrated and provable need-to-know.  I guess the special 

clearances just add a more enforceable aspect to it.  Need-to-know can be subjective.  Proper 

clearance isn't. 

 

There is a level (not sure if it's an SCI or an SAP) called 'Yankee White'.  This classification is 

reserved for only the most sensitive info.  One of the very few people that has this clearance as far as 

I am aware is the military officer who carries and guards the "football" that contains the nuclear 

launch codes.  They are always at the President's side or at least really close by.  This clearance 

requires a background check of unbelievable depth and means that you can never have done 

anything wrong in your entire life.  Ever!  You can't have really any foreign contacts.  Hell, you can 

never have eaten Mexican food.  It's a hell of a lot more severe even than what it takes to get a TS. 

 

Here's a site that has a lot of info on levels of clearance and how they're granted: 

http://www.taonline.com/securityclea.../scdetails.asp  

 

 

6.  jk1245  10-31-2003, 09:17 AM 

The one thing that has always seemed ironic is that for all these levels of security, someone 

probably pretty low ranking has seen it all before the generals and politicians and what not.  I mean 

someone is typing these documents up and copying them and collating them and proofreading and 

editing them.  I doubt that 4 star generals are doing that type of thing.  What type of clearance do 

you need to be a secretary or file clerk then? 

 

 

7.  Matchka  10-31-2003, 10:13 AM 

The beauty of compartmentalizing your intelligence is that you can allow individuals like clerks, 

radio operators, and such to have TS clearances so that they can gather and compile their little bit of 

information even though they may not really understand the BIG PICTURE to which their 

information will pertain.  All that person knows is that he develops a certain product and delivers it 

to a specific person.  The security label attached to his product means "Forget about this thing you 

just created, good little worker bee." 

 

Thus I can follow an order to monitor a certain range of radio frequencies, create a report on 

what I hear, and deliver that report to my commander.  I may have no idea that my successful 

intercept of an interview between Oprah and Martha Stewart has any relevance whatsoever to 

http://www.taonline.com/securityclea.../scdetails.asp
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anything of significant Governmental importance.  But to someone else who has other "pieces of the 

puzzle", this could be a very important report with respect to "The Big Picture." 

 

And now I must flame your innocently belligerent suggestion that "low rank" somehow equates 

to "less trustworthy" than a general or politician.  Where have you BEEN in the last 24 months?  

Consider yourself flamed. 

 

 

8.  av8rmike  10-31-2003, 10:16 AM 

Some past threads on the subject: 

Top Secret question 

Can the President overrule "Top Secret" classification? 

Executive Order 12968 - Access to Classified Information 

 

So according to E.O. 12968, all employees that require access to classified information need the 

appropriate clearance including the file clerks and typists.  Also, "employee" specifically excludes the 

President and Vice President. 

 

 

9.  Knighted Vorpal Sword  10-31-2003, 10:25 AM 

Originally posted by jk1245:  What type of clearance do you need to be a secretary or file 

clerk then? 

 

If you work in an office that has secret information, you must have a Secret clearance. I f the 

office has Top Secret stuff, you need Top Secret clearance. 

 

When I was a contractor in the Pentagon, I worked in one of the offices that was TS.  The 

"secretary" was a grizzled Senior Master Sergeant.  I'll never forget walking into a Network 

Operations Center (a TS facility) and having someone shout "UNCLEARED IN THE NOC!"  Like I 

was some commoner off the street or something. 

 

 

10.  insider  10-31-2003, 01:10 PM 

I have heard of more levels.  I have no direct evidence of other levels of intelligence clearance 

but I do remember hearing about Ultra, Umbra, and Magic and Majestic.  Does anyone know if the 

former terms are used in the intelligence business? 

 

 

11.  paperbackwriter  10-31-2003, 01:57 PM 

Those weren't actual security levels.  They were specific projects (e.g., ULTRA = German 

"enigma" machine decoding project) or what audilover describes as additional access protocols. 

 

 

12.  Bryan Ekers  10-31-2003, 02:29 PM 

I've held a Top Secret clearance, recently dropped to mere Secret (I'm so ashamed!) when my job 

in the Reserves changed.  There isn't really anything beyond Top Secret although qualifiers can be 

added showing your clearance (but saying nothing about your need-to-know which remains at the 

discretion of your supervisors) for specific material pertaining to NATO operations.  The 

designations are in increasing order of "Men-in-Blackness": 

http://boards.straightdope.com/sdmb/showthread.php?s=&threadid=192499
http://boards.straightdope.com/sdmb/showthread.php?s=&threadid=180999
http://www.dss.mil/seclib/eo12968.htm
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NATO Restricted (not much seen anymore, since "restricted" has been phased out as a 

designation al though it may persist on some older documents) 

NATO Confidential 

NATO Secret 

COSMIC Top Secret 

 

That last one is not a joke.  Nor does it describe the clearance required to clean toilets at Area-51. 

 

This (public-access) document spells it out pretty clearly or at least as clearly as such things ever 

get. 

 

 

13.  aerodave  10-31-2003, 03:51 PM 

Having a security clearance allows you access to information at or below your clearance level.  If 

you are TS, you can access Secret info just the same.  But it doesn't work the other way, of course. 

 

Also, documents that containing various degrees of classification are marked on the front with 

the highest classification level that is contained within them.  Top Secret documents may contain a 

lot of Secret material and will generally be mostly unclassified.  But the front is just marked 'Top 

Secret'. 

 

 

14.  Matchka  10-31-2003, 03:54 PM 

Yes, but you have to have a 'need to know' the information. 

 

Confdential, Secret and Top Secret simply refer to the potential of the information to damage an 

organization's ability to function.  In the case of the US Gubmint, compromise of too much TS 

information could impair our ability gather and disperse information.  Stuff in this category would be 

ANY reference to our Human Intelligence contact(s) in Baghdad even if it's a joke e-mail that you 

and I have seen.  In that case, it's not the content of the message but the knowledge that the sender 

has e-mail (which can be traced to a phone source) has a good understanding of this type of humor 

(indicating familiarity with the recipient's culture)...enough information to get this guy "found." 

 

So if I have a TS clearance for information about operation and specs of US Military radio 

equipment, I can't just roll into a secured area and peruse all the confidential stuff (personnel records, 

for instance) they have because I don't need to know that kind of stuff.  My job is radios. 

 

Conversely, if I have a Secret clearance, I can't get at the raw TS stuff no matter HOW important 

it is to me or my job.  I'll need more clearance, special dispensation, or a properly "sanitized" edition 

of the document I want. 

 

 

15.  Chefguy  10-31-2003, 04:46 PM 

An anecdote that illustrates the silly level this can be taken to (if I may): 

 

As part of an old job, one of my duties was to periodically travel to foreign posts and change all 

the combinations on their safes, crack open the ones that had forgotten combos, etc. 

 

On one occasion, I had a secretary open all of her safes and asked her for the combinations (in 

order to change to a new combo, it helps to have the old; but it isn't required ). She replied in a rather 

http://www.ciisd.gc.ca/ism/text/ch9-e.html
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snotty tone that she couldn't give me that information because it was "Top Secret".  I had a TS 

clearance and was authorized for the work by the security officer but didn't feel like arguing the 

issue with someone with an attitude. 

 

So I took the back off the lock, zeroed out the wheels, and set a new combo without her help.  

Then I slammed the drawer, spun it off, and informed her that the combo was now changed. 

 

"So what's the new combo?" she queries. 

 

"Can't tell you.  Top Secret" replied I and left the office. 

 

I managed to avoid her and her irate boss for the better part of 2 hours.  But the lesson taught 

was worth the flak I received. 

 

 

16.  Matchka  10-31-2003, 07:13 PM 

I concur.  There really doesn't need to be a higher clearance that TS.  Like I said, the only 

difference between C, S, & TS is the degree to which the information can cause trouble.  TS 

information is defined something like "Potential for extreme damage to <<Insert organization name 

here>> ability to perform job functions." 

 

As has been noted, there are different types of information that apply to all or some of the 3 

levels (like Ultra & Bigot).  The actual structure that I'm referring to is ... not for public disclosure ...  

Those who know about it can back me up. 

 

So what you end up with are clearances like "TS Bigot" which apparently can access ANY 

information available upon showing a need to know.  "TS Duck" can access extremely sensitive 

information pertaining to water.  "TS Owl" can access extremely sensitive information regarding 

rodent populations.  "TS Monkey" can access extremely sensitive information about banana 

plantations in Alaska...etc.  And then you get other types of clearance that allow multiple 

compartments while still restricting others. 

 

Again, it is in breach of one's clearance to discuss not only the content of the document but also 

to discuss the actual categories and what they refer to (I made up Duck, Owl & Monkey).  I think 

someone mentioned "TS Umbra" earlier on.  This is one such compartment that was made famous 

by good old Tom Clancy in 6-foot high letters on the silver screen.  IF Umbra really is a 

compartment, this should not be known by anyone who is not able to access that compartment. 

 

I think that even discussing the concept of compartments is CONFIDENTIAL.  Not particularly 

damaging.  But it makes it unnecessarily simpler for the whole structure to be decoded by the Bad 

Guys. 

 

So some of us are being bad. 

 

 

17.  aerodave  11-03-2003, 09:04 PM 

I don't think so.  The idea of SCIs and SAPs are easily available public information. Not that 

there aren't websites that post information they shouldn't.  But I'd say that any Government agency 

that puts out such information isn't breaking any laws. 
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This page gives a good treatment of classified marking procedures.  Being an externally 

accessible page from a .mil domain, I think it's safe to say that its treatment of compartmented 

information isn't at the CONFIDENTIAL level. 

 

It's true that the actual name of a Special Access Progam may be itself classified.  But in that 

case, it is given a cleared nickname.  The classified SAP "Monkey" maybe given the nickname "Diet 

Sprite".  And it is that nickname that is unclassified. 

 

Also, Executive Order 12958 (which outlines the current system of national security 

classification) talks about all these concepts as well.  It defines the concepts and lists policies and 

procedures for their application.  It is also a publicly available document. 

 

So no, the concept of compartmented information is not itself classified.  Some of the names 

involved, however, can be. 

 

 

18.  Truth Seeker  11-03-2003, 10:12 PM 

Yes, there is a higher classification than Top Secret.  But the U.S. Government ruthlessly 

suppresses anyone who reveals its existence. 

 

 

19.  watchwolf49  03-01-2016, 12:18 AM 

(1) Clearance - this is based on your background, how sensitive of material can we trust you 

with.  The highest clearance is Top Secret. 

 

(2) Access - do you need to know the material?  Here is where we get into the SCI and other 

subdivisions of material.  

 

The CRYPTO notation had been depreciated by the time I was in the service, being included in the 

larger COMSEC materials.  This information was very exclusive.  No matter the clearance required, 

you're going to prison if you fuck with it.  We had to lock up our Confidential COMSEC documents 

with the Top Secret stuff (which I have no idea what was). 

 

We had several 400-500 page manuals.  We had to count the goddamned pages and match them each 

to the revision number every fucking week.  Man, not one page could be lost and it was "just" 

Confidential. 

 

There's no need to classify anything higher than Top Secret.  Not when access to the information is 

so tightly controlled. 

 

 

20.  Max Torque  03-01-2016, 10:14 AM 

The top level of clearance isn't for the people.  It's for the information.  Top level for that is Top 

Secret - National Security Information.  Sometimes there's another classifier for "No Foreign" which 

cannot be exposed to a person of another nationality regardless of clearance.  And as others have 

said, it's all "need to know" which means no one has clearance to know everything.  If you don't 

need to know it, you don't get to look at it regardless of clearance. 

 

The Government is very paranoid about secret information to the point that any secret 

information copied on a photocopier must be followed by 3 blank copies so that no trace of the 

http://www.dss.mil/isec/marking/index.htm
http://www.dss.mil/seclib/eo12958.htm
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information remains on the imaging drum and fuser in the machine.  A poster in my old workplace 

said "Countries don't have friends.  They have interests." 

 

 

 

 

 

http://www.abovetopsecret.com/forum/thread40058/pg1  

 

This is the FULL list in its entirety. However, some clearances are classified in themselves, and are 

created solely for certain projects, and designated as such. These types of clearances expire with the 

completion of the project or experiment. For example, the clearance to access a certain computer 

program may just be limited to 3 people in the world, therefore the need for specific clearances is 

imperative. A password and username would be delegated, and clearance set (codenamed). Upon 

expiration of the project, the clearance would be void. 

 

These clearances listed below are "set" clearances. 

 

1C or 2C - Federal 

3C or 4C - Federal 

5C or 6C - Federal 

ADP 1 (Air Defense Personnel: Used by People who Work at NORAD) 

ADP 2 (Air Defense Personnel: Used by People who Work at NORAD) 

CIA Lifestyle Polygraph 

COMSEC (Cryptological clearance for working with codes) (COMSEC is used to talk about 

communications security in general, but in order to have access to COMSEC related items 

(keys,ciphers,codes) a person (in the US military) must sign additional non-disclosure agreements, 

undergo additional training and be designated (or cleared) to handle COMSEC items.) 

CONFIDENTIAL 

Cosmic Top Secret - ATOMAL/CTSA 

DEA Clearance 

DISA 

DISCO 

DOD (Department of Defense) 

DOD (Department of Defense) Lifestyle Polygraph 

DOD (Department of Defense) Secret 

DOD (Department of Defense) - Top Secret SSBI 

DOE (Department of Energy) - Nuclear 

DOE (Department of Energy) - C 

DOE (Department of Energy) - L 

DOE (Department of Energy) - Q 

DOJ (Department of Justice) � NACI 

DOJ (Department of Justice) - Sensitive 

DOJ (Department of Justice) - Secret 

DOJ (Department of Justice) - Top Secret 

EBI - Extended Background Investigation 

FAA Clearance 

FBI 

Foreign Government Information 

I (Intelligence: A sub-division of SCI for people who work in places like NSA intelligence section or 

CIA) 

http://www.abovetopsecret.com/forum/thread40058/pg1
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Industrial Clearance 

Inactive Clearance 

Inactive Top Secret Crypto 

Interim Secret 

Interim Top Secret 

Interim TS / SCI 

IRS - MBI 

ISSA / CISSP 

MBI (IRS) 

NAC 

NASA 

NATO 

NATO Secret 

NSA Lifestyle Polygraph 

Position of Public Trust 1C 

Position of Public Trust 2C 

Position of Public Trust 3C 

Position of Public Trust 4C 

Position of Public Trust 5C 

Position of Public Trust 6C 

Polygraph - Counterintelligence 

Polygraph - Full Scope / Lifestyle 

PSD - Presidential Security Detail 

Q (General: for people who work in areas where they might come into "accidental contact with 

classified info) 

SAR (Special Access Required: For compartmentalized "Special Access" programs (these clearances are 

usually code words such as Senior Crown which was the Code name for the SR-71)) 

S – Secret 

SAP - Special Access Programs (Special Access Program: Same as SAR (SEE ABOVE) 

SBI - Special Background Investigation (Special Background Investigation/ Single Scope Background 

Investigation: same thing, both refer to a requirement for SCI clearance.) 

SCI - Special Compartmented Intelligence (Special Compartmented Information: This includes [but is 

not limited] to intelligence) 

Secret COMSEC 

Secret SBI 

SIDA - Secured Identification Defense Area 

SSBI - Single Scope Background Inv. (Special Background Investigation/ Single Scope Background 

Investigation: same thing, both refer to a requirement for SCI clearance.) 

Technology 

TS - Top Secret 

Top Secret-Crypto 

Top Secret-Crypto SCI / TK / G / HCS-P 

Top Secret-Final / Crypto / Polygraph 

Top Secret-SCI / SBI 

Top Secret-SCI / HSC 

Top Secret-SCI / SI / TK 

Top Secret-SCI / SI / TK / G / B 

Top Secret-SCI / SI / TK / G / HCS 

Top Secret-SCI / SIOP 

Top Secret-SCI / SSBI 

Top Secret-SBI-TS/SBI 
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Top Secret-CISP-TS/CISP 

Top Secret-ISSA-TS/ISSA 

Top Secret-SAP-TS/SAP 

Top Secret-SCI-CI polygraph-TS/SCI/CI Poly 

Top Secret-SCI-Full/Scope Lifestyle-TS/SCI Lifestyle Poly 

Top Secret-SCI-TS/SCI 

Top Secret-SSBI-TS/SSBI 

Top Secret-SCI /SSBI / SI / TK 

Top Secret-SCI / TK / G / HCS / CI Poly 

Top Secret-SCI / TK / G / Lifestyle Poly 

Top Secret-SCI / SSBI / CI Poly 

Top Secret-SI / TK / B / + 

Top Secret-SSBI / CI Poly 

Top Secret-SSBI / SCI / TK / G / HCS 

Top Secret-SSBI / Lifestyle Poly 

Top Secret-SSBI / SCI 

Top Secret-SSBI / SCI/ SI / TK / G 

Top Secret-SSBI / SCI / SI / TK / G / B / HCS 

Top Secret-SSBI / SCI / TK / HCS 

Top Secret-SSBI / SCI-B 

Top Secret-EBI 

Top Secret-SCI - SI / TK / G / HCS / I / P 

Top Secret-CISP - TS / CISP 

Top Secret-ISSA - TS / ISSA 

Top Secret-SAP - TS / SAP 

Top Secret-SCI - CI Poly - TS / SCI / CI Poly 

Top Secret-SCI - Full / Scope Lifestyle - TS / SCI Lifestyle 

Top Secret-SCI - TS / SCI 

Top Secret-SSBI - SCI / TK / B / HCS / CI - Poly 

Top Secret-SSBI - TS / SSBI 

US Citizen 

US Customs 

US Treasury Clearance 

USPS 

VR 

Yankee Fire 

Yankee White 

 

 

[Reader Post]:  Yankee White is not a clearance, it's a type of background check like SSBI. White House 

photographers, Secret Service, and pretty much everyone that works with the President on a regular 

basis all have a "Yankee White". 

 

As far as what the abbreviations stand for, I can tell you a few: 

 

SSBI = Single Scope Background Investigation 

SCI = Special Compartmented Information 

CI = Compartmented Information 

SBI = Special Background Investigation 
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[Reader Post]:  Re. Special Access Programs, not SCI. In SCI, the "compartment" name is Unclassified 

(for the 4 major compartments, anyways). They are Sensitive Intelligence (SI) (now simply referred to 

as "COMINT"), Talent-Keyhole (TK), Gamma (G), and HUMINT Control System (H or HCS). As I 

previously said, the old "B" compartment is now no longer used.  

 

In some SAPs, the actual "codeword" or "nickname" is classified at the level of the program. 

Program participants are not allowed to reveal the codeword to those persons not formally indoctrinated.  

 

However, this is not necessarily true with all SAPs. In "acknowledged" programs, the codeword or 

nickname is generally Unclassified, although most people refrain from using it gratuitously. For 

example, "Senior Trend" is an example of an actual SAP with an Unclassified (and well known) 

nickname. 

 

 

This is the 29-page form (mcrsc.mfr.usmc.mil/SecClearance/SF86WkSh.pdf ) that everyone must fill 

out in order to obtain a clearance. Just so you can know what to expect in case you ever do apply for a 

job that requires one, you'll know what they're looking for. 

 

The clearance itself does not reveal any specific information.  Only the fact that the person has that 

level of clearance. I could tell you right now that I have a Top Secret-SSBI / SCI / SI / TK / G / B / HCS 

Clearance.  However, you have no idea what I do for a living, right? 

 

The only order they are in is alphabetical, not lowest to highest. There is no such thing as a 

"Supreme" clearance. Even someone with a very high clearance (say, for example, the Top Secret-SAP-

TS/SAP), would not be able to access information not specifically related to their "need-to-know”. 

Understand? 

 

As far as the whole "access" thing goes, I can tell you about all kinds of security clearances and 

stuff.  But it doesn't mean I am giving you "information". 

 

Just because you know what kinds of clearances are out there doesn't mean you know what they are 

for, when and where they are used, what the requirements are, etc.  There is nothing illegal about 

discussing clearances. 

 

Don't worry about clearances and stuff. They are not in place to purposely deprive people of 

information.  They are set so that our Nation's critical information can be maintained by the least amount 

of people possible, thus reducing the risk of leakage to foreign entities.  Clearances are a good thing. 

 

The letters are designations for certain levels of access according to specific agencies and 

departments. They vary from agency to agency. Most of the letter designations you see in these 

clearances are either the level of investigation conducted on the person in question (who has obtained 

the clearance) or the level of access this person has within the agency or department they operate in. 

 

The "need-to-know" ultimately dictates everything. For example, me and you could both have a Top 

Secret-Crypto SCI / TK / G / HCS-P clearance.  But I might have more access than you would 

depending on my job description and how much "need-to-know" that I am required to have to perform 

my duties. 

 

Just because you have a certain clearance level does not mean that you are entitled to all information 

within that spectrum. You are only authorized to access the material you need to complete your mission 

and duties.  And that's it. 
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Here is some info about storing information pertaining to security clearances: 

 

A0380-67 DAMI 

 

System name: 

 

Personnel Security Clearance Information Files (February 22, 1993, 58 FR 10002). 

 

System location: 

 

Joint Adjudicative Clearance System (segment of the Defense Central Index of Investigation), Defense 

Investigative Service, Fort Holabird, MD 21203-1211. 

 

Decentralized segments may be maintained by offices at Department of the Army Staff agencies, 

major commands, installations, activities, and unified and specified commands, as records relate to the 

individual's personnel security and clearance status. Official mailing addresses are published as an 

appendix to the Army's compilation of systems of records notices. 

 

Categories of individuals covered by the system: 

 

Any individual, civilian or military, affiliated with the U.S. Army by assignment, employment, 

contractual relationship, or as the result of an interservice support agreement on whom a personnel 

security clearance determination has been completed, is in process, or may be pending. 

 

Categories of records in the system: 

 

File may contain pending and completed personnel security clearance actions on individuals by 

personal identifying data. It may also contain briefing/debriefing statements for special programs, 

sensitive positions, and other related information and documents required in connection with personnel 

security clearance determinations. 

 

Authority for maintenance of the system: 

 

10 U.S.C. 3013; 50 U.S.C. 4039; and the National Security Act of 1947; E.O. 10450 and 10865; and 

E.O. 9397 (SSN). 

 

Purpose(s): 

 

To assist in the processing of personnel security clearance actions, to record security clearances 

issued or denied; and to verify eligibility for access to classified information or assignment to a sensitive 

position. 

 

Routine uses of records maintained in the system, including categories of users and the purposes of 

such uses: 

 

In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, these 

records or information contained therein may specifically be disclosed outside the DoD as a routine use 

pursuant to 5 U.S.C. 552a(b)(3) as follows: 
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Information may be released to federal agencies based on formal accreditation as specified in official 

directives, regulations, and demonstrated need-to-know; to federal, state, local, and foreign law 

enforcement, intelligence, or security agencies in connection with a lawful investigation under their 

jurisdiction; and to commanders/agency heads for adverse personnel actions such as fraudulent 

enlistment proceedings, removal from sensitive duties, elimination from the service, removal from 

employment, denial to a restricted or sensitive area, and revocation of security clearance. 

 

The `Blanket Routine Uses' set forth at the beginning of the Army's compilation of systems of 

records notices also apply to this system. 

 

Policies and practices for storing, retrieving, accessing, retaining, and disposing of records in the system: 

 

Storage: 

 

Paper records in folders, file cards; computer tape, punch cards, or disks. 

 

Retrievability: 

 

Alphabetically by individual's surname or Social Security Number. 

 

Safeguards: 

 

Records are stored in locked buildings which employ security guards and are subject to Military 

Policy and/or local civilian law enforcement patrol security. All records are maintained in areas 

accessible only to authorized personnel who are properly screened, cleared, and trained. Use of 

computers, including remote terminals, requires knowledge of special transaction codes to preserve 

integrity of data. 

 

Retention and disposal: 

 

Primary system files are destroyed at the same time as the dossier upon which security clearance 

action was based. Decentralized Segment personnel security clearance files are either (1) destroyed upon 

termination of access, (2) destroyed 1 year from the date of transfer or separation of individual, or (3) 

forwarded to the gaining organization. Investigative reports are forwarded to the United States Army 

Central Personnel Security Clearance Facility, Fort Meade, MD for inclusion in dossier at the United 

States Army Intelligence and Security Command Investigative Records Repository, Fort Meade, MD 

20755-5995. Dossiers are maintained no longer than 15 years from date of last entry unless significant 

adverse information is present, in which case retention is 25 years. Copies of investigative reports are 

destroyed upon completion of final action. 

 

System manager(s) and address: 

 

Commander, U.S. Army Central Personnel Security Clearance Facility, Fort Meade, MD 20755-5250. 

 

Notification procedure: 

 

Individuals seeking to determine information about the status or degree of personnel security 

clearance/access contained in this system should address written inquiries to the installation or command 

security officer where assigned or employed. Information contained in investigative files may be 

obtained from the appropriate investigative agency. 
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Individual should provide the full name, Social Security Number, current address, and telephone 

number. 

 

Record access procedures: 

 

Individuals seeking access to information about themselves contained in this system should address 

written inquiries to the Commander, ATTN: Security Officer, of the command or installation where 

assigned or employed. 

 

Individual should provide the full name, Social Security Number, current address, and telephone 

number. 

 

For personal visits to the Security Office, the individual should be able to provide identification 

(e.g., driver's license, identification card) and verbal information that can be verified with officer 

records. 

 

Requests for information contained in investigative files should be addressed to appropriate 

investigative agency with personal identifying data required by that system as published in the Federal 

Register. 

 

Contesting record procedures: 

 

The Army's rules for accessing records, and for contesting contents and appealing initial agency 

determinations are contained in Army Regulation 340-21; 32 CFR part 505; or may be obtained from the 

system manager. 

 

Record source categories: 

 

From the individual; investigative results from the Defense Investigative Service, U.S. Army 

Intelligence and Security Command, and other Federal, Department of Defense, and Army investigative 

or law enforcement agencies. 

 

Exemptions claimed for the system: 

 

Parts of this system may be exempt pursuant to 5 U.S.C. 552a(k)(1), (k)(2), or (k)(5), as applicable. 

 

An exemption rule for this system has been promulgated in accordance with requirements of 5 

U.S.C. 553(b)(1), (2), and (3), (c), and (e) and published in 32 CFR part 505. For additional information 

contact the system manager. 

 

The U.S. Government conducts background investigations to establish that applicants for national 

security positions are eligible for the required security clearances. Within the U.S. Army Cadet 

Command, such background investigations shall be completed and favorable security clearance 

determinations made prior to commissioning contracted cadets.  Exceptions will be made only on a case-

by-case basis. 

 

a. Within the continental United States, the DSS conducts personnel security investigations. Outside the 

continental United States, the DSS employs Military Intelligence (MI) special agents to conduct these 

investigations. 

 

b. A personnel security investigation encompasses the following qualities of an individual: 
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(1) Honesty; (2) Trustworthiness; (3) Character; (4) Loyalty; (5) Financial Responsibility; and (6) 

Reliability. 

 

All of these areas present a view of the individual's entire character to the appropriate DOD officials 

so that USACCF adjudicators have complete and accurate information on which to make an appropriate 

security determination. 

 

c. The investigation generally includes inquiries of law enforcement files, financial checks, and review 

of pertinent records. Some investigations will include an interview with the applicant and/or the 

applicant's friends, co-workers, employers, neighbors, and other individuals, as appropriate. 

 

d. The DSS conducts several different types of personnel security investigations depending on the type 

of clearance or access the individual requires. For contracted cadet purposes, the National Agency 

Check, Local Agency Check, and Local Credit Check (NACLC) investigation and the Single Scope 

Background Investigation (SSBI) for Secret and Top Secret security clearances, respectively, are 

discussed. 

 

(1) The NACLC investigation is the minimum standard investigation for all individuals entering the 

Armed Forces. For a contracted cadet, the NACLC is the minimum investigation required prior to being 

commissioned and being granted a Secret security clearance. 

 

(2) For a contracted cadet selected in a MOS requiring a Top Secret security clearance (i.e., Military 

Intelligence), a favorably completed SSBI is the standard investigation required prior to placement in the 

MOS. 

 

This is the DoD Personnel Security Program PDF (https://www.esd.whs.mil/dd/ ). 

 

 

[Reader Post]:  You forgot ULTRA, MAGICK, and ULTRA-MAGICK 

 

[Answer]:  As far as those types of clearances go, there is an enormous listing for clearances which are 

specifically related to certain operations or experiments. This list is not obtainable in its entirety and is 

impossible to maintain accurately. So, sorry about not posting those types of clearances. The only ones 

you should be concerned with are the "set" clearances anyway because these are the "gateway" to the 

others. 

 

[Reader Post]:  You guys never included the (un)official "Area 51" FAA clearance.  About 5-or-6 years 

ago, someone at an aviation conference made up about 500 of these pictureless ID cards.  They looked 

incredibly official.  Had Air Force, Dept. of Defense, NASA, Area-51 insignia, and other things on 

them.  The receivers were from all over the Country so they got spread out after the conference.  

Needless to say, pre-911 you could flash this to a guard at any airport and he would just assume it was 

real.  I’m dead serious about this.  Mine's in a drawer somewhere at home.  When I get back tonight, I'll 

dig it up and scan it in for all to see. 

 

[Reader Post]:  As a civilian, you must either be an employee of the Government, a consultant for the 

Government, or an employee of a Government cleared contractor in order to obtain a security clearance.  

Also, it is highly likely that you application for a security clearance would be tossed in the circular file 

unless your application was cross-referenced to a Government contract with an associated DD-254. 

 



 40 

There are some people (usually ex-Government big wigs, leaders in the scientific community, and 

other privileged persons) who can retain their security clearances after they finish working for the 

government.  But it is pretty rare. 

 

They keep it "alive" but suspended. Frightfully expensive to clear a person.  And people who work 

at secure facilities tend to get jobs at other secure facilities if the first job goes away. The ones that retire 

come back as consultants. 

 

If you are referring to Special Access Programs (SAPs), there is a joint committee at the Pentagon 

called the Special Access Program Operations Council or SAPOC.  SAPOC is in charge of approving, 

overseeing, and coordinating SAP activities and projects to ensure that the technologies are shared 

between users who may need them and also to ensure that the same technology isn't duplicated by 

different agencies. 

 

 

[Reader Post]: Are you seeking a job that requires a security clearance? I find it odd that you would 

want to know all of the names or levels. It's pointless and you would be told what level you needed if it 

was necessary. 

 

I think you are confused about the "levels".  Everything is compartmentalized. You might be able to 

access a nuclear weapons area but also be restricted from the snack bar in an airplane maintenance area. 

(Just trust me on this one.)  Have you ever heard of "need-to-know"? That's basically how everything 

works. If you have a valid need, then you get the specific clearance for that job. The President probably 

has no idea a nuclear missile works. He doesn't have the need. And a nuclear scientist doesn't know how 

to launch the missile. So having Top Secret clearance doesn't mean anything. It's basically just a 

standard of background investigation. How far do they research your history? 

 

 

[Reader Post]: Restricted Data can encompass a lot more than just nuclear weapons. It can have 

anything to do with EM hardening, radiation, susceptibility to EMP, or even electronic circuitry which 

could be used to control nuclear-capable systems whether they are for weapons or power. 

 

Materials that are truly sensitive regarding nukes are marked "CNWDI" (often pronounced 'sin-

widdie'). This stands for Critical Nuclear Weapons Design Information and you must have a special 

briefing before you can access this material. 

 

 

[Reader Post]: The President is undoubtedly cleared Top Secret like many others.  However, exactly 

what he has access to is probably limited. 

 

For example, he does not have a need-to-know for sensitive technical data regarding the operation 

and specifications of Keyhole satellites. While he may need access to the intelligence product that they 

provide and maybe even their tactical capabilities, he doesn't need to know "how" they work or "what" 

makes them work which is classified under separate security compartments. 

 

Checks and balances at its finest. The President can't legislate or make rulings in court.  But he can 

veto bills and pardon criminals. He can't know all the details about sensitive satellite information.  But 

he can get information regarding intelligence reports.  
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It has its bad side in that people can be doing their own secret "side projects" unknown to the rest of 

the Government officials. It has its plus side as well in that no single person has absolute control over 

everything. Checks and balances. Give and take. 

 

Despite popular opinion, there are no "Master" security clearances that gives an individual carte 

blanche access to all classified information. Even the Director of Central Intelligence cannot see 

everything unless he has a specific need to do so. 

 

No one gets to know everything. As has been repeatedly asserted, the most important clearance is 

always NTK (Need-To-Know). 

 

You can have a general TS with all the bells and whistles, polygraphs, lifestyles, dental exams, 

psych evals and crossword puzzle scores and still be flatly denied access to material marked "For 

Official Use Only". You must have a need-to-know to be granted access to any classified material. 

 

Aside from the standards and investigations for various "established" clearances, almost all special 

access or sensitive compartmented information programs have additional requirements for candidates as 

defined by the program. They can be very specific and very exclusive. 

 

You can be denied access if it is deemed that the program you are being considered for may be too 

closely linked to other programs you have worked on and may thus violate compartmentation 

restrictions. You can be denied access if any aspect of your background or qualifications may present 

potential risks due to the nature of the program. 

 

Many programs require you to be unanimously approved by a humorless and very persnickety 

selection board who may simply not like you. Some programs may be at odds with the tenets of your 

religion or your political views. If so, too bad.  No access.  They will find someone else. Even upon 

meeting those requirements, no one (even program directors) usually sees everything. 

 

Beyond all that, some information has been and is considered so sensitive that it is prohibited to even 

be written down or recorded in any way, other than in the memories of those entrusted with it by word 

of mouth. It is difficult to be more secure than that. 

 

So ultimately, the idea that some clearances grant automatic access to everything (or for that matter 

anything) is Hollywood fiction. 

 

 

 

[Reader Post]: Sorry, the list is neither full nor correct. Missing are at least NATO restricted and NATO 

Confidential.  Nothing to get excited about.  But still...  And NATO resp US citizen are distribution 

statements, not classifications. I wonder what ‘Technology’ is.  It does not sound much like a 

classification, either. 

 

 

[Reader Post]:  - There are only 3 US classification levels: CONFIDENTIAL, SECRET, TOP SECRET 

(NATO has an extra one, RESTRICTED, which is below CONFIDENTIAL) 

 

- Many of the stated levels are actually Compartments (TK is an example).  These are used to restrict the 

number of people who have access to certain data, the theory being that no one person has access to 

everything. There is really no hierarchy of compartments.  Rather some just have less people "read in" to 
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them than others.  Could be a handful up to thousands. Material can be compartmented at any of the 3 

classification levels. 

 

- Referring to the original list, most of those "clearances" listed aren't clearances at all.  They're 

background investigation standards. For example, no one is "cleared" SSBI.  SSBI is the basic 

background investigation required for a TOP SECRET clearance. 

 

- ADP levels aren't clearances.  They're designators for people who have access to DoD computer 

systems. 

 

- Foreign Government Information (FGI) is not a clearance.  It's a marking used to indicate information 

sources 

 

- DISCO is not a clearance.  It's an agency (or, rather, a branch of an agency - DSS) 

 

- ISSA and CISSP are IT certifications (I have no idea what they're doing on such a list) 

 

- Some of these terms (Umbra, for example) are obsolete and were never actual clearances anyway 

 

- The S in SCI stands for Sensitive, not Special 

 

As already stated, Need-to-Know is the key. 

 

 

 

[Reader Post]: Clearance and Access are two separate things. You can have a clearance but no access.  

But you can't have access without a clearance. 

 

 

 

[Reader Post]: I just came across this UK/US Security Classification Equivalency list as used by the Los 

Alamos National Laboratory.  

 

------------------------------------------------------------------------------------------------  

 

UK - USA Classification Equivalency Table  

 

UK Classification = USA Classification  

UK In-Confidence OUO or Private  

U U  

Non-Atomic Classifications:  

UK Restricted Confidential NSI  

UK Confidential Confidential NSI  

UK Secret/Top Secret Secret/Top Secret NSI  

Atomic Classifications:  

UK Confidential Atomic Confidential RD/FRD  

UK Secret Atomic Secret RD/FRD  

UK Top Secret Atomic Top Secret RD/FRD  

UK Secret Conifer Secret RD/FRD  

UK Secret Atomic Artificer Secret RD/FRD  

UK Secret Atomic Conifer Artificer Secret RD/FRD  
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UK Secret Atomic Principal Secret RD/FRD Sigma 1 & 2 or CNWDI  

UK Secret Atomic Principal Artificer Secret RD/FRD Sigma 1 & 2 or CNWDI  

UK Top Secret Atomic Top Secret RD/FRD  

UK Top Secret Atomic Artificer Top Secret RD/FRD  

UK Top Secret Atomic Conifer Artificer Top Secret RD/FRD  

UK Top Secret Atomic Principal Top Secret RD/FRD Sigma 1 & 2 or CNWDI  

UK Top Secret Atomic Principal Artificer Top Secret RD/FRD Sigma 1 & 2 CNWDI  

 

CA CRD  

SA (Atomic) SRD  

SA-TSA Secret Top Secret RD  

CTSA (Cosmic Top Secret Atomal) DOE Q (SRD) or DoD TS/CNWDI  

UTAH DEFINITION is UK Confidential  

UCSG Use Control Subgroup  

THEOREM Info & Hardware is Secret Atomic Code Word definition is UK Confidential  

 

Definitions  

UK Top Secret - Information and material the unauthorized disclosure of which would cause 

EXCEPTIONALLY GRAVE DAMAGE to the nation (UK).  

 

UK Secret - Information and material the unauthorized disclosure of which would cause SERIOUS 

DAMAGE to the interests of the nation (UK).  

 

UK Confidential - Information and material the unauthorized disclosure of which would be 

PREJUDICIAL to the interests of the nation (UK).  

 

UK Restricted - Information and material the unauthorized disclosure of which would be 

UNDESIRABLE in the interests of the nation (UK)  

 

--------------------------------------------------------------------------------  

 

Supplementary Categories of Classified Information  

Atomic  

 

Atomic information is information classified Confidential or above which reveals either directly or 

indirectly information about:  

The design and fabrication of nuclear warhead.  

Certain features of the design and fabrication of inertial confinement fusion, including laser fusion 

systems.  

The costs and production rate of stockpile or nuclear warheads.  

Certain features concerning the production, handling and stockpile of fissile, fusionable and special 

materials used in nuclear weapons.  

Certain features of the design of naval nuclear propulsion plants.  

The production rate of naval nuclear propulsion plants.  

Certain other topics and categories of nuclear information as defined in the joint US/UK Nuclear 

Weapons Classification Guide and in other guides issued by the Ministry of Defense and the Tripartite 

Declassification Guide and Classification Working Party guides issued by the UK Atomic Energy 

Authority.  

Atomic Conifer  

Atomic Conifer is UK Secret or UK Top Secret information concerning details (quantities) of fissile, 

fusionable or special materials and certain general information on design of warheads.  



 44 

 

Atomic Principal  

Atomic Principal is UK Secret or UK Top Secret information the theory of operation and the internal 

design of a nuclear warhead and its unique components.(Equivalent to US Weapon Data Information.)  

 

Atomic Artificer  

Atomic Artificer is UK Secret or UK Top Secret information concerning hardness of Polaris/Trident 

systems. 

 

 

[Reader Post]: TS, S, C, FOUO and U are classification levels.  They alone are the basic building blocks 

of security clearances. Codewords (e.g., Umbra) reflect compartmented clearance/access,.  You cannot 

possess access to a compartment/codeword without first possessing clearance to access a particular 

classification. Caveats typically can refer to a number of things including handling/dissemination 

instructions (e.g., NOFORN - No Foreign National releasibility), source/reliability indicators (FGI - 

Foreign Government Information), and so on.  A clearance can incorporate both classification levels and 

codewords but not caveats,  So you can be cleared TS as well as be cleared TS/SCI or S/SCI but you're 

not "cleared" for, say, TS/SCI/FGI. If you're only cleared S/SCI and not TS/SCI, you are technically 

cleared to view SCI information but only SCI information classified up to SECRET. The SCI codeword 

UMBRA protects TS/SCI information.  So an SCI clearance alone means nothing.  You'd also require a 

TS clearance vice a Secret clearance and a valid need-to-know to view information protected by the 

UMBRA codeword. 

 

In other words, your "clearance" would incorporate a maximum classification level (say to TS) and 

any required compartmented access.  But you wouldn't be "cleared" for a caveat per se.  If a document 

was marked TS/SCI UK/US EYES ONLY, any UK or US citizen with an appropriate clearance for 

TS/SCI information possessing a valid NTK could view it. If it was marked with the NOFORN caveat 

instead of UK/US EYES ONLY, then it would only be releasable to US personnel with the appropriate 

clearance and NTK. The only "requirement" to have access to material with the caveats in the above 

instance is nationality. 

 

TS material is shared with non-US nationals on a regular basis, so long as it hasn't been marked with 

a NOFORN or similarly restrictive caveat. This holds true for various compartmented information as 

well. A wealth of TS material is exchanged with the UK, Canada, and Australia (to name a few) daily.  

 

 

Someone addressed US/NATO classifications & codewords before, I think.  Here are a few 

codewords and their classification level assignments:  

 

Cosmic Top Secret Bohemia  

Top Secret Atomal  

Secret Avicula  

Secret Balk  

Secret Savate 

 

ULTRA and MAGIC are now-defunct SIGINT codewords from WWII. ULTRA was assigned to the 

successful exploitation of traffic encoded by the German Enigma whereas MAGIC referred to success 

against Japanese codes such as PURPLE, RED, TSU, and others.  

 

There are a lot of disestablished codewords and compartments.  It would take a very long time to 

compile a list of such. 
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SCI has already been covered.  Some of the others mentioned are: 

 

TK = Talent Keyhole 

B = Byeman 

G = Gamma 

HCS-P = Humint Control System - Product 

 

The original list (at the top) is good but by no means is it an all-encompassing list for "set" 

clearances. 

 

 

[Reader Post]: My rule of thumb for how "serious" a clearance is if it doesn't involve people with badges 

talking to everyone you've ever met; phone, Internet and certain other forms of monitoring; multiple 

polygraphs administered by guys with PhD’s; and about 2 years of waiting and wondering, it ain't 

diddly.   Bear in mind that monitoring of people with sensitive clearances doesn't necessarily end once 

the clearance is granted. 

 

 

[Reader Post]:  One thing that I think everyone should realize is that there is a distinct difference 

between a background investigation, a security clearance, and access to a specific kind of classified 

information.  

 

Background investigations (SSBI, YF, YG, etc.) are not security clearances. They are the data 

gathering process upon which a clearance determination is made. They vary in scope, depth, and detail 

depending on what end user (gov't agency) is requesting the security clearance. Some BI's are very 

cursory (such as the National Agency Check, or "NAC") and primarily subsist of on-line files checks 

and so forth. Other kinds of BI's are much more detailed and investigators will put their shoes on the 

street and check out your past personally.  

 

Once the BI is complete, then a determination can be made regarding a candidates eligibility for 

access to classified information. This is the important part. Eligibility criteria varies between end users. 

For example, while Joe Schmoe may be eligible for access to Top Secret information in the eyes of DSS, 

he may not be eligible for access to SCI in the eyes of NSA for various reasons. The process of 

determining eligibility is called "adjudication". Adjudication is not a cut-and-dry process and human 

factors on both sides of the process cause lots of variations.  

 

Adjudicators look at the "whole person" and then make decisions about eligibility. There are printed 

manuals that describe the basic guidelines for determining trustworthiness and allegiance.  The DCID 

6/4 is the best example.  

 

Once a person is determined to be "eligible" for access, then the local command or company can 

grant access at its discretion based upon need-to-know. So you see, a security clearance really means 

nothing as it can be turned on and off depending on what you are doing at any given time. It's your 

(successful) background investigation and eligibility which is important. That is your "pedigree" for 

working with classified information. When I interview a potential new-hire, I don't care if he tells me he 

has been cleared this-or-that in the past. I look up his current BI and eligibility data in the system. 

 

 

[Reader Post]: I just wanted to give my two cents about clearances as i know them. ‘Yankee White ‘is 

not a clearance but the program a member of the U.S. Military would enter to work directly for the 
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President, Vice President, or the White House in general. The clearance you get depends on what your 

job is.  The Navy guy who cooks GW's food doesn’t get as high a clearance as the guy who carries the 

football or the guards at Camp David. 

 

I was ‘Yankee White’ from 99-01 and worked for the White House Communications Agency 

(WHCA) and my clearance was TSCI Cat 1 with the Cat 1 meaning that I was cleared to carry a loaded 

weapon around the president. The way you get this job (at least in the Marines anyway) is first you have 

to be an infantryman.  Then you need dumb luck to get selected out of bootcamp.  (I’m sure there’s a 

minimum GT and AFQT scores you have to have but I don’t know what they are). Once you get 

selected, you go to a board of Navy/Marine officers and they yay or ney you. 

 

If you get a Yay, you take Psych test which are long and drawn out and ask the same questions about 

20 times in 20 different ways. Once that’s done, they send you to security forces school in Chesapeake 

VA and you learn how to shoot pistol, shotguns, and learn the finer points of guard duty.  Once you 

graduate that, you go to Marine Barracks Washington DC and stand guard around the barracks until 

your clearance comes through which usually takes 6 months depending on how backlogged the DIA is. 

 

Once you get your TSCI clearance, you go in front of another board with the Leadership of both the 

Camp David Security Company or the WHCA security detachment and they decide to which unit you 

will go. When i was there, the stellar marines went to Camp David while WHCA got the rejects.  

Ironically, Camp David is crappy duty while WHCA allows you to travel the World and stay in fancy 

hotels. 

 

 

 

[Reader Post]: There is a difference between a background investigation and adjudication for access. 

New hires at DIA may have a previous in-scope BI on file that may have originated from any number of 

sources such as DSS, OPM, any of the service CAFs, NSA, or even CIA. The results of BIs can be 

easily obtained from other Government agencies (especially when the applicant signs the appropriate 

release forms attached to the SF-86).  

 

Adjudication for access to SCI, however, is something completely different. That is a judgement 

made locally by DIA and the previous BI is a first step in that process.  

 

New hires at DIA are investigated by OPM or a service branch CAF. After the BI is completed and 

an eligibility determination is made, access to SCI may be granted by DIA SSO is the candidate meets 

DCID eligibility requirements. 

 

 

[Reader Post]: The above list is a mixture of any security-related terms and really doesn't explain nor 

mean much. Let's bring a bit of order here.  

 

The following information is based on Unclassified/Declassified material and explains the system of 

categorizing of classified information. I hope the basic classification (U, C, S, TS) system doesn't need 

any explanations.  

 

Sensitive Compartmented Information (SCI)  

----------------------------------------------------  

HCS HUMINT Control System (Human-source intelligence)  

SI Special Intelligence (COMINT) / CCO (HANDLE THROUGH COMINT CHANNELS ONLY) / 

Signal intelligence  
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SI-G Special Intelligence – GAMMA (various interception programs)  

TK Talent Keyhole (access to Imagery Intelligence) [no longer used]  

BYE BYEMAN - National Reconnaissance Office (NRO) programs [Retired 5/2005 – replaced by TK]  

SI-ECI-XXX Exceptionally Compartmented Information  

VRK Very Restricted Knowledge  

SNCP Special Navy Control Program  

M MEDIATE  

 

Special Access Program (SAP)  

-----------------------------------  

Determined by SAR-[nnn] = SPECIAL ACCESS REQUIRED-[program identifier/codeword]  

 

Dissemination Control  

--------------------------  

RS RISK SENSITIVE (RSEN)  

FOUO FOR OFFICIAL USE ONLY  

OC ORIGINATOR CONTROLLED (ORCON)  

IMC CONTROLLED IMAGERY (IMCON)  

SAMI SOURCES AND METHODS INFORMATION  

NF NOT RELEASABLE TO FOREIGN NATIONALS (NOFORN)  

PR CAUTION - PROPRIETARY INFORMATION INVOLVED (PROPIN)  

REL AUTHORIZED FOR RELEASE TO (ISO3166 country(ies) or int'l org codes) (REL TO)  

RELIDO RELEASABLE BY INFORMATION DISCLOSURE OFFICIAL  

RD RESTRICTED DATA  

FRD FORMERLY RESTRICTED DATA  

RD/FRD-CNWDI Critical Nuclear Weapons Design Information  

RD/FRD-SG[#] SIGMA[#1-15]  

DCNI DOD CONTROLLED NUCLEAR INFORMATION (UNCLASSIFIED)  

ECNI DOE CONTROLLED NUCLEAR INFORMATION (UNCLASSIFIED)  

EYES ... USA / ... EYES ONLY (NSA)  

LAC LACONIC [obsolete]  

FRONTO  

KEYRUT  

SEABOOT  

SETTEE  

DSEN DEA SENSITIVE  

FISA FOREIGN INTELLIGENCE SURVEILLANCE ACT  

 

Non-Intelligence Community Markings  

--------------------------------------------  

SC SPECAT SPECIAL CATEGORY  

SIOP SIOP-ESI SINGLE INTEGRATED OPERATIONS PLAN - EXTREMELY SENSITIVE 

INFORMATION  

SINFO SENSITIVE INFORMATION  

DS LIMDIS LIMITED DISTRIBUTION  

XD EXDIS EXCLUSIVE DISTRIBUTION  

ND NODIS NO DISTRIBUTION  

SBU SBU SENSITIVE BUT UNCLASSIFIED  

SBU-NF SBU NOFORN SENSITIVE BUT UNCLASSIFIED NOFORN  

LES LES LAW ENFORCEMENT SENSITIVE  
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Of course, the true secrets are hidden behind SCI / SAP codenames. Any extensions to this list are 

welcome. 

 

 

[Reader Post]:  This is bunk. You might have a Top Secret Clearance.  But there's no such thing as an 

SCI clearance, much less the rest of the alphabet that you listed.  SSBI (Single Scope Background 

Investigation) is the type of investigation done on you so that you could be granted a TS clearance. SCI 

(Sensitive Compartmented Information) is an access category and the rest of the alphabet you listed are 

specific "programs" you've been read into (assuming you have been). The rest of the alphabet stands for:  

 

SI = Special Intelligence  

TK = Talent-Keyhole  

G = Gamma  

B = Byeman  

HCS = HUMINT Control System  

 

I know because I had been read into all of these but HCS.  And one generally does not get Byeman if 

one is cleared for Gamma. Of this alphabet soup, most of these generally pertain to SIGINT and/or 

Imagery. The only exception to that would be HCS.  Unless you are (or were) working for some joint 

CIA/NSA or DIA/NSA office, I seriously doubt that you had all of these accesses.  

 

FYI, these expansions are widely available on the Web.  So I haven't divulged anything sensitive.  

And I certainly haven't divulged the purpose of these various programs. 

 

Nothing beyond TS/SCI exists to my knowledge. Secrecy is all about access control and SCI simply 

limits access to a minority of an already small community of people. My hunch is that if there were a 

program having to do with aliens, UFOs, etc., then it would simply be one of the thousands of SCI 

compartments. 

 

 

[Reader Post]: Suitability is different.  But I know through career experience that a DoD Secret will 

NOT satisfy ATF investigations. Customs & Border Patrol also require a CBT clearance with different 

levels (Secret, TS, etc.) that don't acknowledge a DoD clearance  

 

It's actually a very heavily financially draining process and agencies lose MILLIONS-a-year having 

to cross investigate because they don't acknowledge other agencies clearances or because their 

requirements are vastly different. Any cleared individual who has touched multiple cleared projects 

working with multiple agencies will back this up. It’s a very costly and time consuming process.  I 

almost wrote my Master’s Thesis on the amount of waste that is being overlooked because agencies 

won't accept each other’s clearances. 

 

 

 

https://www.schneier.com/blog/archives/2014/10/nsa_classificat.html 

NSA Classification ECI = Exceptionally Controlled Information 
 

ECI is a classification above Top Secret.  It's for things that are so sensitive that they're basically not 

written down like the names of companies whose cryptography has been deliberately weakened by the 

NSA or the names of agents who have infiltrated foreign IT companies. 

 

https://www.schneier.com/blog/archives/2014/10/nsa_classificat.html
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As part of the Intercept story on the NSA's using agents to infiltrate foreign companies and 

networks, it published a list of ECI compartments.  It's just a list of code names and 3-letter 

abbreviations along with the group inside the NSA that is responsible for them.  The descriptions of 

what they all mean would never be in a computer file.  It's only of value to those of us who like code 

names. 

 

This designation is why there have been no documents in the Snowden archive listing specific 

company names.  They're all referred to by these ECI code names. 

 

EDITED TO ADD (11/10): Another compilation of NSA's organizational structure. 

 

Comments 
 

1. Nick P  October 19, 2014  8:08 PM  

 

I see there's confusion about ECI, SCI, etc.  I'm going to try to clear it up as I've been wading 

through stuff like this a long time.  

 

Understanding the U.S. classification system 

 

Simplifying it, our classification system is based on clearance, classification level, and need to know.  

It started with several basic levels: Unclassified, Sensitive But Unclassified (SBU), Confidential (C), 

Secret (S), and Top Secret (TS). 

 

Clearance is how much trust they've put into the person, often through investigation & profiling.  

Their clearance's classification level puts an absolute limit on their access at that level or below.  

However, what is supposed to determine actual ability to access information is the following 

combination:  The person is cleared for that information and has a valid need to know.  

 

A problem was quickly identified.  People with S & TS clearances had access to entirely too much 

information without formal ways to enforce need to know.  So they added codewords (or 

"compartments") that come after the documentation's classification level to represent more specific 

forms of access.  These are the "S // SOMEWORD" notations you see. 

 

So,now the person must be cleared at that level and for SOMEWORD compartment, along with a 

valid need to know.  The document might have several codewords required & codewords can even be 

protected by other codewords.  It was a nice start. 

 

Certain codewords represented high secrecy information.  Examples include information on sensitive 

weapons, intelligence collection, satellite imagery, etc.  So they created a clearance level above Top 

Secret called TS/SCI.  They then designated certain compartments as SCI.  This designation is mainly 

useful in making it easier to spot the juicy documents. 

 

Honest workers not cleared will avoid them by reflex.  Less dishonest workers can be filtered out 

using technology like guards.  The security standards, countermeasures, etc are supposed to increase 

with each level.  Interfaces between TS/SCI and lesser classifications are supposed to use only the 

strongest security technology.  Guards are common with at least automatic reviews that look for certain 

codewords or "dirty words." 

 

https://firstlook.org/theintercept/2014/10/10/core-secrets/
https://firstlook.org/theintercept/?p=6630
https://en.wikipedia.org/wiki/National_Security_Agency#Structure
http://www.matthewaid.com/post/58339598875/organizational-structure-of-the-national-security
http://electrospaces.blogspot.com/2014/01/nsas-organizational-designations.html
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Problem was that even that wasn't enough because people will lie and the integration trend kept 

going.  Enemy spies might access the network, get SCI, etc.  They devised the Special Access Programs 

in response to this. 

 

I've previously posted the NIPSOM Indusrial Security Manual & SAP supplement showing the extra 

means they go to protect them.  These programs get their own facilities, dedicated personnel, 

codewords, document handling, computers, networks, etc.  The people running the SAP from 

commander down are told to tell nobody anything of what goes on inside.  A few Congressional 

committees are told of these.  They can't ask too many questions and they essentially fund it blind since 

they're not cleared for internal operations.  And tens of billions annually go into these programs. 

 

The Pentagon claimed even this wasn't secret enough for certain capabilities.  They devised the 

Unacknowledged SAP (UASP) where even fewer would know in the Pentagon and Congress.  IIRC 

they're the heads of a few committees.  Further, USAP participants are encouraged to have a cover story 

and lie to anyone that asks about the program.  Merely saying "neither confirm nor deny" might raise 

suspicions that a solid cover story can avoid.  USAPs also typically fake their addresses, phone numbers, 

locations, and so on per the SAP security supplement document.  Like an SAP, even the President can't 

get information on these unless he was on the authorized list. 

 

Several USAPs that later saw the light of day are the SR-71 Blackbird, B-2 Bomber, and the 

rendition/torture programs.  As you might guess, USAPs are an even better way to hide criminal activity 

and financial waste than a SAP.  And billions go into USAP's annually. 

 

The final designation is "waived" USAPs.  These are considered so sensitive that the Pentagon 

claims even Congress oversight isn't allowed.  They tend to start them without advanced notification.  

They might drop a line-or-two to a few Congressmen.  It's clear that these programs are truly black 

programs as everyone is in the dark except a few in Pentagon.  This is an ideal way to hide criminal 

activity, especially against Congress or American people.  These simply shouldn't exist given the 

Pentagon's moral and financial track record. 

 

That's all from Government's own descriptions of the classification system. 

 

There's another layer that those researching have noticed in previous declassified black programs 

and to a degree in current SAP's/USAP's.  That layer is use of private contractors to further 

compartmentalize things.  The public agencies are held quite accountable for what they do when 

classification fails.  Private agencies have the Fourth and Fifth Amendments on top of that.  Major 

defense contractors have long been the ones executing most SAPs.  If the data is split and 

compartmentalized among these, it becomes both legally and practically that much more difficult to 

track it all down to see the big picture. 

 

This strategy was intentional as far as I can tell by past programs (e.g., the Manhattan Project and 

MK-ULTRA) although it might be organizational habit by now.  

 

Now looking at Snowden situation ... 

 

All of this starts becoming more clear as we look at Snowden's situation.  I figured they'd have most 

criminal activity and key capabilities behind SAPs/USAPs.  That would physically isolate Snowden 

from them and prevent him from seeing these things. 

 

I was quite amazed by how much he really had access to.  It was a clear failure of almost every 

security requirement in classified information systems.  That the U.S. Government policy shifted to 
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more integration of intelligence rather than walls, he was a TS/SCI administrator in a location where 

many compartments converged, in a private corporation, and with almost no security explains why get 

got what he got. 

 

Still, I straight up told people here that Snowden didn't get everything.  The best stuff he wouldn't 

know existed or at least couldn't physically connect to.  The SAPs, like many sensitive networks, should 

have tech such as guards with an automated or human review process that essentially reclassified select 

releases of information to TS/SCI with certain codewords (e.g., Five Eyes, NOFORN). 

 

I loved ECI release as it matched the prediction.  Each major capability was run in a separate SAP 

with the overall effort contained in another SAP.  Each SAP was associated with specific codewords.  

Even ECI is a COMINT designation already published by different writers (example).  Most 

development and specifics of the capabilities happen in the isolated confines of the SAPs. The 

codewords allow specific people with TS/SCI clearance & need to know to see summary information or 

specific authorized capabilities.  This is exactly what we see with these leaks.  They're bullet-points of a 

capability and no more.  

 

The documents also show that they're using the deception provision of SAPs.  One document says an 

organization does only overt intelligence work at Unclass, only clandestine intelligence at S, and works 

with U.S. companies to backdoor products at (TS/SCI/ECI if I recall).  Another says that we break 

foreign ciphers at one level, that we have strong cryptographic capabilities at the next, and near ECI 

level that we're just backdooring U.S. & foreign products. 

 

At a low level they're encouraging companies, at a higher codeword the FBI "compels" them 

somehow.  At each level people not only know more privileged information, they also deceive the 

people not cleared at that level including the Public or Congress about what they're doing.  And as one 

progresses through SAPs, their operational capacity becomes stronger with even less accountability.  

 

So, ECI isn't anything new.  It's just a codeword representing certain SAPs related to SIGINT.  It's 

been around.  The new information is what they're using it for.  Still plenty of codewords, codewords 

protected by codewords, SAPs, USAPs, USAPs within SAPs, SAPs created to indirectly be run by 

USAPs, and so on.  So many combinations of secret constructions to dodge accountability 

combined with a financial accounting system that can't properly account for almost a trillion in 

transactions.  (Well, it was narrowed down to "only" $800 billion last I checked.) 

 

So is it highway robbery?  The subversion of the Republic?  Something else? 

 

Truth: we're not cleared to know.  They can legally lie to everyone about it.  It's a crime to admit it.  

And anyone cleared in Congress/OvalOffice couldn't tell us either. 

 

That's why I say classification reform is necessary before we can get the black programs in check. 

 

 

2. Skeptical  October 20, 2014 12:43 PM  

 

@Nick: The documents also show they're using the deception provision of SAPs.  One 

document says an organization does only overt intelligence work at Unclass, only 

clandestine intelligence at S, and works with U.S. companies to backdoor products at 

(TS/SCI/ECI if I recall). 

 

I think you gave a good overview.  But there are a few points that I'd disagree with. 

http://jwdavissolutions.com/mybook/xecurity_clearance.htm
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The various "fact of" classifications don't reveal cover stories or any deception because the "fact of" 

disclosures don't contradict one another.  None says that a program does only "overt" collection, for 

example.  Instead, the fact that a program collects from open sources may be classified at one level; the 

fact that a program also uses clandestine means to collect may be classified differently; and the fact that 

the same program uses covert means may be classified differently from the prior two.  None of these 

facts are cover stories and can all be true. 

 

Re acknowledged vs unacknowledged SAPs:  My understanding is that it's less nefarious than as you 

present it.  Regardless of whether a SAP is acknowledged or unacknowledged, there are disclosure 

requirements that seem to apply equally to both.  For waived programs as you can see in the same law, 

the disclosure requirements are narrowed to include the chairperson and ranking minority member of a 

few different Congressional committees.  But the disclosure requirement isn't optional. 

 

These Congressional disclosure requirements are on top of the access that agencies within the 

executive branch have to detect illegal activity. 

 

What further oversight would you have put in place?  

 

As to Snowden, it's impossible to know with reasonable certainty what Snowden compromised 

without knowing a lot of specifics that we don't know.  Knowledge that compartmentalization occurs 

tells us only that the compromise may not extend to every program, nothing more.  But he clearly had 

access that extended well beyond his authorization (at least in part by compromising the credentials of 

those he worked with).  That he found nothing criminal is quite telling although of course one can 

always argue that "it's just in another compartment that he couldn't access." 

 

 

3.  P/K  October 20, 2014 3:09 PM  

 

In other countries, information that is Top Secret codeword protected might be not in any digital file 

and just on paper in order to protect it more strictly.  But given the scale of NSA, I think even ECI 

information has to be digitalized but stored on stand-alone computers and/or separate networks, only 

accessible in secure rooms, etc. 

 

Regarding the NSA units, a far more detailed overview of the internal organization of NSA is on my 

weblog: http://electrospaces.blogspot.com/2014/01/nsas-organizational-designations.html 

 

 

4.  Careless Whispers  October 22, 2014 10:40 AM  

Arguing over legality of these programs is rather pointless.  Consider the fact that none of these 

people will be brought to court except leakers themselves or whistleblowers if you must.  The further 

you dig, the further you don't want to dig. 

 

 

5.  Nick P  October 22, 2014 12:49 PM  

To Careless Whispers: 

 

On the contrary, understanding the legal structure supporting black programs is very important for 

any effort to get them regulated.  A number of laws might need to be changed just to allow the main 

reform law to work.  Otherwise they'll say "This law says don't tell you or I get 15 years minimum.  This 

http://electrospaces.blogspot.com/2014/01/nsas-organizational-designations.html
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new law says tell you or I might do a few years.  Damned if I do, damned if I don't.  I'd rather stonewall 

or bullshit you because it's a grey area with that resulting in less time if I'm charged." 

 

I'm in favor of just clean slating it.  Take all the pieces of National Security Act etc. that make sense.  

Filter out anything that doesn't.  Then repeal all existing M.I.C.-related laws while passing the reformed 

version of them in combination with new laws on accountability, whistleblower protection, etc.  

Empower an agency like the GAO to bring criminal charges for violations.  This could work if Congress 

backed it without them needing to understand all the technicalities of existing laws. 

 

 

6.  Clive Robinson  October 22, 2014 3:38 PM  

To Nick P: 

 

The problem with what you suggest is it does not stop the "boys club" mentality which would mean 

that investigators would not look very hard, nor would people whistleblow. 

 

Thus you need to incenticize them with a reward of say 20% of budget and or assets recovered. 

 

There is nothing like the smell of a "Bring in Dead or Alive Reward" to get the Bounty hunters on 

even the best of "black spooks" tails and also happy to turn in their co-workers if they can show lack of 

effort that indicates collusion. 

 

 

7.  Nick P • October 22, 2014 6:32 PM  

To @ Clive Robinson: 

 

Incentives will be important.  However, your solution rewards them for arrests or convictions.  This 

incentive already causes innocent people problems across America thanks to quotas, prosecutorial 

discretion, conviction rate junkies, etc. 

 

The reason I mention the GAO is that they do their job of accountability and exposing corruption on 

a regular basis without commissions.  They do it because they believe in their work, have a culture of 

integrity, and it's a good job.  So, an organization with good pay, personnel selection, and culture should 

be fine. 

 

My next concern was foreign TLAs using them to get access to sensitive operations.  Or a group like 

CIA trying to infiltrate them and sabotage things to derail investigations. 

 

 

 

 

http://electrospaces.blogspot.com/2014/07/nsa-still-uses-umbra-compartment-for.html 

NSA still uses the UMBRA compartment for highly sensitive intercepts 
 

3 days ago on July 5, 2014, The Washington Post published some of the most important stories from 

the Snowden-leaks so far.  It revealed that Snowden did had access to the content of data collected under 

FISA and FAA authority.  A fact that had been kept secret until now.  I'll come back on that main story 

later. 

 

Here we will take a look at a remarkable detail from 2 slides that were also disclosed in the Post's 

article.  The classification marking of these slides contains the codeword UMBRA.  It was generally 

http://electrospaces.blogspot.com/2014/07/nsa-still-uses-umbra-compartment-for.html
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considered to be abolished in 1999 but now seems to be still in use.  After going through several options, 

my conclusion is that UMBRA is most likely the codename of a so-called unpublished SCI control 

system. 

 

 
 

    
 

These slides are from a 2011 powerpoint presentation which details the plan to capture al-Qaeda 

facilitator Muhammad Tahir Shahzad and which pinpoints his location and his activities based upon 

intercepts from his various e-mail accounts.  He was captured in Abbottabad the day after this 

presentation was finalized. 

 

In the 2012 NRO Review and Redaction Guide (pdf), the existence of the UMBRA codeword is 

approved for public release just like its paragraph portion marking TSC (for Top Secret Codeword).  But 

as this manual also lists many revoked codewords, it is not conclusive about whether UMBRA is still 

used.  One thing that is interesting, though, is that the TSC portion marking would fit some of the 

redacted spaces in the newly disclosed slide: 

 
 

Top Secret Codeword 

 

UMBRA was one of 3 codewords that were used to protect sensitive intercepts of Communication 

Intelligence (COMINT).  These codewords represented 3 levels of sensitivity: 

 

- UMBRA for the most sensitive material (Category III) 

 - SPOKE for less sensitive material (Category II) 

 - MORAY for the least sensitive material (Category I) 

 

These kind of codewords were used since the end of the World War II.  Together they were 

commonly called "Top Secret Codeword" (TSC) which was often seen as a level "above Top Secret" 

although it was actually more like a "vertical" division of the Top Secret-level. 

 

http://www.nro.gov/foia/docs/NRO_RRG_v2_2012ed.pdf
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The codewords UMBRA, SPOKE and MORAY can be seen on many highly secret documents, a 

number of which have been declassified like, for example, this statement from 1980 for a court case 

about NSA's information about UFOs: 

 
 

According to instructions like these, the use of the codewords UMBRA, SPOKE and MORAY was 

terminated as of May 1999.  From then on, the kind of information they were used for had now to be 

protected by the general COMINT control system or by specific compartments thereof for more 

sensitive information. 

 

Update: 

Since World War II, the NSA and her predecessors used codewords for protecting highly sensitive 

COMINT information and they were generally replaced by a new one every one-or-more years.  The 

Top Secret codeword TRINE was compromised when the North Koreans captured the NSA spy ship 

USS Pueblo in 1968.  TRINE was then replaced by UMBRA. 

 

 

SPOKE 

 

Very interesting is that not only UMBRA but also the codeword SPOKE seems to be still in use.  

One document from the Snowden-leaks which was published by Der Spiegel on December 20, 2013 is 

marked SECRET STRAP1 SPOKE.  STRAP is the codeword that GCHQ uses to protect sensitive 

information with STRAP1 denoting the least sensitive category: 

 

 

http://www2.gwu.edu/~nsarchiv/NSAEBB/NSAEBB24/nsa23.pdf
http://luxexumbra.blogspot.nl/2014/07/umbra-history.html
http://en.wikipedia.org/wiki/USS_Pueblo_(AGER-2)
http://www.spiegel.de/international/world/snowden-documents-show-gchq-targeted-european-and-german-politicians-a-940135.html
http://electrospaces.blogspot.com/2013/12/the-british-classification-marking-strap.html
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Given the rather old-fashioned logo-type of the letters SD, it's not quite clear whether the document 

or at least the header might predate 1999, although the content is clearly from more recent years.  Der 

Spiegel said that it's an "analysis of the communication paths between Belgium and Africa prepared in 

January 2009". 

 

 

Possible options 

 

The NSA using codewords that were generally considered abolished reminds us of a similar case in 

which the NOCON marking appeared in a document from the Snowden-trove.  The general use of that 

marking was terminated in 1995.  But the NSA kept using it as an internal marking.  As such, it isn't 

listed in the official Classification Manuals which are declassified regularly. 

 

Now it seems that the same could have happened to the codewords UMBRA, SPOKE, and maybe 

also to MORAY.  But there's a difference.  NOCON is a dissemination marking, a category which is less 

strictly controlled than a compartment like UMBRA. 

 

As the classification line of the newly disclosed slides seems not fully correct (there has to be a 

single instead of a double slash between ORCON and REL USA, FVEY), which makes that there are a 

few options for what UMBRA could actually represent. 

 

 
 

 

One option is that the double slash between COMINT and UMBRA is correct.  In that case, 

UMBRA wouldn't be a Sensitive Compartmented Information (SCI) label for intelligence information 

(which it actually looks like most) but a codeword from another category, like for example a Special 

Access Program (SAP) or Foreign Government Information (FGI).  (Marc Ambinder favors this option). 

 

Another option is that there should have been just a single slash between both terms.  That would 

mean UMBRA is a normal SCI control system.  In this case, one that is apparently kept secret as it was 

never mentioned anywhere since 1999. 

 

The latter option seems very well possible because the most recent Intelligence Community 

Classification Manual (pdf) acknowledges the existence of "registered but unpublished SCI control 

systems" which "must remain unpublished due to sensitivity and restrictive access controls". 

 

It seems less likely that UMBRA is the undisclosed compartment of the COMINT (SI) control 

system (which is listed in the most recent Intelligence Community Classification Manuals) because in 

that case the marking would have read TOP SECRET//COMINT-UMBRA//etc. 

 

Questions 

 

Given this sensitivity, one wonders why in the orange classification bars of the slides UMBRA 

hasn't been blacked out.  The overall classification line in the first slide and also most of the portion 

markings were fully redacted, although the latter can hardly contain something that is more sensitive 

than the UMBRA abbreviation. 

http://electrospaces.blogspot.com/2013/10/from-bullrun-to-nocon-and-laconic.html
http://electrospaces.blogspot.com/2013/09/the-us-classification-system.html#dissemination
http://electrospaces.blogspot.com/2013/09/the-us-classification-system.html#sci
http://theweek.com/article/index/264364/the-return-of-an-intelligence-code-word-with-a-storied-history
http://www.dni.gov/files/documents/FOIA/Publically%20Releaseable%20IC%20Markings%20System%20Register%20and%20Manual%2031DEC13.pdf
http://www.dni.gov/files/documents/FOIA/Publically%20Releaseable%20IC%20Markings%20System%20Register%20and%20Manual%2031DEC13.pdf
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Another question is whether Edward Snowden had authorized access to the UMBRA compartment 

or that he was able to just grab these slides otherwise.  The Washington Post suggests that he did had 

access to the Exceptionally Controlled Information (ECI) compartment RAGTIME, which is similar to 

UMBRA but for content collected under FISA authority (UMBRA is probably for content collected 

under EO 12333). 

 

Conclusion 

 

For those who are somehow familiar with the US classification system, it must be quite surprising to 

see a codeword that has been considered dead for 15 years popping up from the Snowden-leaks.  The 

most likely explanation is that after UMBRA (and SPOKE too) was publicly abolished in 1999.  NSA 

kept using it in secret as a compartment for very sensitive communication intercepts but now as an 

unpublished SCI control system - letting outsiders think that UMBRA was something from the past! 

 

 

Update: 

On December 4, 2014, the website The Intercept came with a story about NSA mapping access 

options for mobile phone networks under the AURORAGOLD program.  One of the NSA presentations 

about this program contains a slide which shows an example of an NSA serialized product report.  The 

classification line of this report reads: TOP SECRET  UMBRA  US/UK/CAN/AUS/NZ EYES ONLY: 

 

 
 

Links and Sources 

 - Lux ex Umbra: UMBRA history 

 - TheWeek.com: The return of an intelligence code word with a storied history 

 - A work of art from the series "Secret Codewords of the NSA": UMBRA 

 - William M. Arkin, Code Names, Deciphering U.S. Military Plans, Programs, and Operations in the 

9/11 World, Steerforth Press, 2005.   

http://www.washingtonpost.com/world/national-security/in-nsa-intercepted-data-those-not-targeted-far-outnumber-the-foreigners-who-are/2014/07/05/8139adf8-045a-11e4-8572-4b1b969b6322_story.html
http://electrospaces.blogspot.com/2013/09/the-us-classification-system.html
https://firstlook.org/theintercept/2014/12/04/nsa-auroragold-hack-cellphones/
https://www.documentcloud.org/documents/1374178-auroragold-working-group.html
http://luxexumbra.blogspot.nl/2014/07/umbra-history.html
http://theweek.com/article/index/264364/the-return-of-an-intelligence-code-word-with-a-storied-history
http://woodblockdreams.blogspot.nl/2014/06/umbra.html
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Comments 
 

1. Anonymous said... July 9, 2014 at 9:26 AM      

 

Could these docs be forgeries?  The KGB playbook was big on planting forged "secret" US 

documents and then "discovering" them with great fanfare.  History repeats itself.  Thoughts?  

 

 

2.  P/K said... July 10, 2014 at 11:23 PM 

 

Yes, in theory they could be forgeries.  But I think only KGB or a Chinese agency would be able to 

do this.  But with the huge number of documents -- many of which are very detailed and most of them 

look genuine -- it would take so much time and effort to forge them that it would have been easier for 

say KGB to "assist" Snowden stealing the real stuff rather than to counterfeit this all by themselves. 

 

By which I don't want to say that Snowden was a puppet of the Russians or the Chinese.  There are 

many conspiracy theories about that too. 

 

 

3.  spokeumbra said... January 2, 2016 at 4:38 AM 

Not bad as far as speculation goes. 

 

An alternative hypothesis is that just because the classification system changed, the documents with 

those classifications did not.  I would guess that the whatever the new classification is, it will be a 

marker that is tagged to electronically-stored documents and not hardcopy. 

 

The NSA is populated by crazy people who don't know they are crazy.  I was in it once and they 

made me crazy.  Or half crazy depending on you define it. 

 

In any event, they also think they are all-American patriots who can do no wrong because they work 

for the security of the USA.  No matter what.  Like Snowden said, it takes a few years before you realize 

how crazy, and dangerous, the entire black world is. 

 

At that point you have a choice: Stay in or get out.  If you stay in, you buy in to the craziness.  If you 

get out, you are sane but smart enough to keep your mouth shut. 

 

One in thousands will stand out and say NO like Snowden.  That takes courage because at that point, 

you know that life as you knew it will never be the same again.  And you know that better than anyone 

outside can ever imagine. 

 

 

4.  Anonymous said... July 24, 2015 at 11:28 PM      

 

What level of access and storage would have the UFO files?  There are above Top Secret (very 

restricted knowledge?) and not stored in the general database?  Recent documentaries on Discovery and 

NG show that in particular cases (credible cases of UFO) there had been serious investigations by the 

State (unknown department of the military complex). 
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5.  P/K said... July 26, 2015 at 12:37 AM 

 

As you can see in the example, UFO files were classified as TOP SECRET UMBRA.  Which means 

that they were protected under the rules governing the UMBRA compartment which was for the most 

sensitive material. 

 

The Very Restricted Knowledge (VRK) compartments were established in 1974.  

 

 

6.  LS said ... July 28, 2015 at 4:30 AM 

There are many excellent reviews on this site and others that detail the publicly-revealed U.S. 

Security Classification System.  Note the emphasis on "publicly-revealed".  Therefore it should not 

come as any surprise that there are more that are not publicly-revealed and can only be speculated on by 

conspiracy theorists or Hollywood. 

 

In my life (I'm very old now), I've personally have done limited consulting work in some of these.  

Although I was never given the "Big Picture", I was reasonably intelligent to extrapolate what I did 

know and make a good guess. 

 

Some projects are so dangerously secret that there are no computer links from the outside World.  

Indeed, much of the work is still archived on paper by old-fashioned typewriters.  The security 

clearances are restricted to a handful of overseers and the scientists; Congress and the Pentagon will 

never hear of them.  Many of the researchers are without families and live their entire lives in isolated 

compounds (some within mountains or even underwater) under the strictest guard.  I've heard rumors of 

clearances which do not have written names and are only communicated by mouth when challenged. 

 

I've also heard credible rumors of using procedures like hypnosis that will cause terrifying scenarios 

to appear in a conscious mind of a researcher that is about to reveal something that he/she should not.  

[StealthSkater note: something called the "Orion methodology" was in the Bob Lazar story => 
doc   pdf   URL-doc   URL-pdf  ].  Something more incredible (at least, that's myself hoping it's not true) was 

medical implants that rupture upon reception of a coded microwave signal in order to kill a rogue 

researcher.  (Another use for the S.A.G.E. or H.A.A.R.P transmitters???) 

 

Atmospheric radar anomalies that created many of the UFO sightings were "weaponized" to 

generate holographic images of whatever.  More research was used to see if these visual images could 

also reflect radar waves, thus generating a false target to SAM sites. 

 

Esoteric transmissions at large radar sites (e.g., the old SAGE installations) were used to 

communicate to brainwashed transplanted "moles" as well as to disorient/cause-pain in others [SS note: 

doc   pdf   URL  ].  Sometimes they could cause hallucinations.  The Russians were aware the technology.  

They used to bombard the U.S. Embassy in Moscow with microwaves requiring the inside personnel to 

line the walls with copper. 

 

One of the unexpected surprises of this research was the creation of what (for lack of a better term) 

"portals" and the foreseeing of all possible Future outcomes (somewhat related to the publically-

alleged "Project Looking Glass") [SS note: doc  pdf  URL   ].  This correlated with what remove-viewers 

reported when "viewing" the same target.  Attempts were made to "collapse" (decohere) one of these 

possible outcomes to whatever was desired (every general's dream).  It turned out (fortunately) to be not 

so easy.  In-fighting and competition sometimes resulted among the different U.S. Military branches for 

control of the work. 

 

../../Stealthskater/Documents/Lazar_1.doc
../../Stealthskater_PDF/Documents/Lazar_1.pdf
http://www.stealthskater.com/Documents/Lazar_1.doc
http://www.stealthskater.com/Documents/Lazar_1.pdf
../PX.doc#Nichols
../../Stealthskater_PDF/PX.pdf#Nichols
http://www.stealthskater.com/PX.htm#Nichols
../UFO.doc#LookingGlass
../../Stealthskater_PDF/UFO.pdf#LookingGlass
http://www.stealthskater.com/UFO.htm#LookingGlass
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Remote-viewing methodologies were standardized for spying and "influencing" with small success.  

[SS note: doc  pdf  URL   ]  (Sometimes RVers were right on and other times way off.  An explanation 

was given as to "all possible futures".  Which one was a given RVer "viewing"?)  Remote-healing was 

investigated also.  Research into all of these led to communication with what appeared to be either off-

world/alt-dimension entities or Mankind from some future time.  It turned out that our R-V efforts could 

be tampered-with/controlled-by these things.  "Project Preserve Destiny" was a part-disinfo scheme to 

hide some of the facts.  [SS note: doc  pdf  URL  ] 

 

Religious discoveries were also suppressed under extreme security.  The general populace of any 

nation GREATLY outnumbers the size of its military and police force.  If, for example, it turned out that 

there was no Evil that would doom people to a "Hell" (in other words, no punishment), it would truly be 

survival of the fittest in an unlawful society.  It is fear of an Afterlife that keeps most of us in line. 

 

Another extreme security project ("Xanadu" after the movie) tried to determine what Consciousness 

(the "soul"?) is and how it could be "transplanted" into a biological host [SS note: doc  pdf  URL  ].  The 

initial goal was to save humanity from an Armageddon-type disaster (e.g., the Sun blowing up).  Maybe 

these consciousnesses could be "radio-ed" to a distant planet since conventional space travel could never 

handle all of the population.  However, the project fell apart when competing powers-that-be tried to use 

it for their own personal gains.  (Plus at least as much as I could tell, they never succeeded in 

quantifying Consciousness.  Some are leading to dark-matter/dark-energy as its composition.  The same 

thesis holds for ESP, RVing, and other such paranormal activites.) 

 

You won't find any of these projects or their codenames or security classifications.  And these are 

just the few that I'm aware of.  What else is out there in the United States or other countries???? 

 

 

[StealthSkater note: another related document is at => doc   pdf   URL-doc   URL-pdf  ] 

 

 

 

https://www.thedrive.com/the-war-zone/35197/the-department-of-energy-may-be-the-best-place-to-

keep-a-secret 

If You Want To Hide A Classified Program, Try The Department Of Energy 

The Department of Energy controls many 'black projects' that live outside of the limelight that 

is intrinsic to the DoD and the Intel community. 

 

by Brett Tingley / The WarZone / May 13, 2021 

 

When it comes to discussions of Government secrecy, much of the conversation tends to revolve 

around the Department of Defense (DOD) or the U.S. Intelligence Community (IC).  After all, the U.S. 

Military develops many of the United States’ most sensitive weapon systems used to defend America 

and project its power globally.  And the IC gathers and analyzes sensitive information on foreign threats 

and external national security matters.  Each year, the budget requests from the U.S. Military are packed 

with classified and Special Access Programs (or SAPs) sporting vague code names, many of which 

never see the light of day.  When we talk of the “black world”, most often that conversation centers 

around these programs and technologies suspected to be housed deep within the classified ends of the 

Pentagon and its various service branches. 

 

Often left out of this conversation is the fact that there is a wholly separate cabinet-level department 

of the U.S. Government that is arguably even more opaque in terms of secrecy and oversight than the 
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Department of Defense.  Over the last few years, allegations of secret exotic technologies have 

reinvigorated claims that the DOD may be concealing scientific breakthroughs from the American 

public. 

 

However, if the U.S. Government (or some faction within it) hypothetically came across a 

groundbreaking development in energy production or applied physics, a very strong case could be made 

that such a revolution would likely be housed deep within the Department of Energy (DOE) rather than 

DOD. 

 

 
The DOE is tasked with maintaining America's nuclear weapons stockpile among many other things. 

 

 

Laying The Atomic Groundwork 

 

The Department of Energy was officially formed in 1977 although its roots were planted in the 

Atomic Energy Act of 1946.  The Atomic Energy Act established the Atomic Energy Commission 

(AEC), an agency designed to manage and control the United States’ nuclear technology under a 

Civilian regime rather than one overseen directly by the Military itself. 

 

This is a gray area of sorts, however, as there are and have always been numerous positions at both 

the DOE and National Nuclear Security Administration (NNSA) filled by uniformed military officers.  

For example, NNSA's Deputy Administrator for Naval Reactors who also heads up the joint Navy-DOE 

Naval Nuclear Propulsion Program is and has always been an admiral. 

 

Ultimately, one of the main points of the AEC was to bring all of the United States' nuclear 

technologies firmly together under one roof.  From the beginning, the AEC focused almost exclusively 

on designing and manufacturing nuclear weapons and nuclear reactors for naval use.  With the passage 

https://www.nytimes.com/2020/07/23/us/politics/pentagon-ufo-harry-reid-navy.html
https://www.thedrive.com/the-war-zone/38469/production-of-new-low-yield-nuclear-warheads-that-biden-calls-a-bad-idea-is-complete
https://www.thedrive.com/the-war-zone/39654/wait-this-mysterious-heavily-armored-blue-train-caboose-belongs-to-the-navy
https://www.thedrive.com/the-war-zone/38469/production-of-new-low-yield-nuclear-warheads-that-biden-calls-a-bad-idea-is-complete
https://www.thedrive.com/the-war-zone/24298/tales-of-nuclear-cruiser-uss-long-beach-from-a-sailor-who-built-his-career-aboard-her
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of the Atomic Energy Act of 1954, the AEC also began exclusively regulating the growing commercial 

nuclear power industry. 

 

Like the DOE of today, AEC was focused on much more than simply the weaponization of nuclear 

technologies.  Many atomic scientists intended nuclear explosives to be used for much more than simply 

weapons.  As early as the 1950s, scientists at what are today Los Alamos National Laboratory and 

Sandia National Laboratories held classified discussions "to discuss the possibilities of using energy 

unleashed by nuclear explosions to produce power, dig excavations, and produce isotopes." 

 

The AEC continued looking into these industrial uses of atomic technologies throughout the 1960s 

and early 1970s as part of its Plowshare Program. 

 

 
President Harry Truman signing the Atomic Energy Act of 1946. 

 

Motivated in large part by the oil crisis of the early 1970s, the United States government under 

President Jimmy Carter passed The Department of Energy Organization Act of 1977.  With that, the 

DOE as we know it today was formed by bringing together many different energy and science programs 

and administrations under one roof.  This new department would oversee “long-term high-risk research 

and development of energy technology, federal power marketing, energy conservation, the nuclear 

weapons program, energy regulatory programs, and a central energy data collection and analysis 

program.” 

 

One of the main tasks of DOE today is to develop, test, and maintain the United States' nuclear 

weapons stockpile.  While the DOD develops, operates, and maintains the systems that deliver those 

nuclear weapons, the DOE is the department actually tasked with the development and acquisition of 

nuclear warhead technologies. 

 

https://www.osti.gov/opennet/reports/plowshar.pdf
https://st.llnl.gov/news/look-back/plowshare-program
https://www.energy.gov/lm/doe-history/brief-history-department-energy
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DOE handles all functions not related to warhead delivery.  Storing and securing nuclear warheads 

that are not deployed onboard DOD systems; securing the materials that are used in nuclear weapons; 

and dismantling older nuclear weapons which have been removed from the national stockpile. 

 

To facilitate cooperation between the two, the Nuclear Weapons Council was established in 1986.  

This council consists of senior level officials from both the DOE and the DOD who coordinate on 

interagency activities related to the maintenance of the U.S. nuclear stockpile. 

 

 
An organizational chart from the 2018 DOD manual “DOD Procedures for Joint DOD-Department of 

Energy/National Nuclear Security Administration (DOE/NNSA) Nuclear Weapon Life-Cycle Activities." 

 

In addition to controlling and producing America’s nuclear power and weapons technologies, 

today’s DOE fosters research and innovation into clean energy solutions, energy efficiency, climate 

change mitigation, and alternative fuel technologies for the transportation sector. 

 

As its name implies, DOE has a hand in all of America’s short- and long-term energy needs.  That's 

far from all that the DOE oversees, however, as it also conducts a significant amount of secret and 

classified research and manufacturing. 

 

Secrecy And Classification In The Department Of Energy 

 

In many cases, DOE has its own classification systems and policies (some of which are even 

classified themselves).  The highest level of these DOE security clearances is the Q clearance, 

equivalent to a Top Secret clearance in the DOD. 

https://fas.org/sgp/crs/nuke/R45306.pdf
https://www.law.cornell.edu/uscode/text/10/179
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But that doesn’t mean that anyone with a Q clearance can access all classified information overseen 

by DOE.  According to its Personnel Security FAQs page, “for access to some classified information 

such as Sensitive Compartmented Information (SCI) or Special Access Programs (SAPS), additional 

requirements or special conditions may be imposed by the information owner even if the person is 

otherwise eligible to be granted a security clearance or access authorization.”  [StealthSkater note:  

"Need-To-Know") 

 

 
DOE Security Clearance Chart listing various clearances for different levels of information:  

Confidential (C), Secret (S), Top Secret (TS), Restricted Data (RD), Formerly Restricted 

Data (FRD), and National Security Information (NSI), special nuclear material (SNM), 

Critical Nuclear Weapon Design Information (CNWDI). 

 

Groups such as the Federation of American Scientists (FAS) through its Project on Government 

Secrecy are actively pursuing further declassification of DOE records and have managed to get the DOE 

to declassify many records related to American nuclear technology.  Despite these efforts, the DOE still 

remains one of the most secretive institutions of the U.S. Government. 

 

Steven Aftergood, director of FAS’s Project on Government Secrecy, told The War Zone that these 

extreme levels of secrecy were baked right into the DOE from the beginning, explaining: 

 

"One of the unique features of government secrecy at the Department of Energy is 

that it is shaped in part by law - the Atomic Energy Act - and not just by executive order.  

So it can be even slower and more difficult to change or to update than at some other 

agencies. 

 

"Not only that, DOE secrecy policy on nuclear weapons is intertwined to a great 

extent with the policy of the Department of Defense.  When the two agencies differ on 

whether to declassify and disclose information, either one can veto the decision. 

https://fas.org/issues/government-secrecy/
https://fas.org/issues/government-secrecy/
https://fas.org/sgp/othergov/doe/decl/index.html
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We've seen this happen repeatedly.  So for example, the size of the U.S. nuclear 

arsenal was declassified most recently in 2017.  We asked for the number of weapons to 

be updated in 2018 and 2019 and DOE was willing to do so.  But the Department of 

Defense blocked the disclosure." 

 

Protecting this highly sensitive information is obviously a top priority for the DOE.  And for that 

reason, the agency operates its own independent intelligence and counterintelligence arms which are part 

of its relatively extensive and uniquely equipped apparatus of security forces. 

 

The DOE’s Office of Intelligence and Counterintelligence (OICI) was founded along with the 

Department in 1977 and aims to “identify and mitigate threats to U.S. national security and the DOE 

Enterprise and inform national security decision making through scientific and technical expertise.” 

 

 
Members of NNSA's Special Response Force train to protect a Safeguards Transporter (SGT) tractor-

trailer used to transport nuclear weapons and related cargoes.  This picture offers a rare look at the inside 

of the armored doors on the cab. 

 

 

The OICI answers to the Director of National Intelligence and the Secretary of Energy.  A 

declassified and highly redacted copy of the DOE’s 2001 Classification Guide for Intelligence 

Information outlines the scope of the Office of Intelligence, specifically, within OICI. 

 

 

 

The document states that as a member of the Intelligence Community (IC), the DOE shall: 

 

https://open.defense.gov/Portals/23/Documents/frddwg/2017_Tables_UNCLASS.pdf
https://fas.org/sgp/news/2019/12/stockpile-denial.pdf
https://fas.org/sgp/news/2019/12/stockpile-denial.pdf
https://www.thedrive.com/the-war-zone/14253/the-us-moves-nukes-in-booby-trapped-tractor-trailers-straight-out-of-an-action-movie
https://www.thedrive.com/the-war-zone/37156/new-nuke-transporting-tractor-trailer-tested-by-launching-another-semi-at-it-using-rockets
https://www.thedrive.com/the-war-zone/36343/from-nasa-to-amtrak-these-are-all-the-government-agencies-with-tactical-teams
https://orise.orau.gov/doescholars/files/about-doe-in-2019-handout.pdf
https://fas.org/irp/agency/doe/class.pdf
https://fas.org/irp/agency/doe/class.pdf
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● Participate with the Department of State in overtly collecting information with 

respect to foreign energy matters;  

 

● Produce and disseminate foreign intelligence necessary for the [Department of 

Energy] Secretary to fulfill his/her responsibilities; 

 

● Participate in formulating intelligence collection and analysis requirements where 

the special expert capability of the Department can contribute; and 

 

● Provide expert technical, analytical, and research capabilities to other agencies 

within the IC. 

 

 

In 1999, Congress created another semi-autonomous DOE outfit known as the National Nuclear 

Security Administration (NNSA) to oversee military applications of nuclear sciences.  NNSA’s duties 

include maintaining and protecting the U.S. nuclear weapons stockpile, attempting to counter nuclear 

proliferation, and responding to nuclear emergencies. 

 

NNSA is part of DOE but operates with significant autonomy given its role and the sensitive nature 

of its work.  There had even been an initial proposal to establish it as a completely independent entity.  

In yet another example of the many gray areas in terms of civilian vs. military control of the DOE, the 

first person to head up NNSA was John Alexander Gordon, a uniformed Air Force officer (who was also 

CIA Deputy Director at the time). 

 

According to the FY 2021 Department of Energy budget request, NNSA requested over $26 billion 

in 2021 for defense activities while $1 billion was requested for undisclosed "Other Defense Activities."  

In 2017, the Congressional Research Service reported that roughly 3% of National Defense funding 

went to the Department of Energy and other federal agencies for "Atomic Energy Defense Activities" 

which is one of NNSA's primary tasks. 

 

One of the other main objectives of NNSA is overseeing and operating some of the most secure 

facilities in the United States including several national laboratories such as the Nevada National 

Security Site; the Pantex Plant in Amarillo, Texas which produces nuclear weapons; and the Y-12 

National Security Complex near Oak Ridge, Tennessee which produces all of the United States’ 

enriched uranium. 

 

Y-12 is also home to the production facility for the mysterious Fogbank, a material so sensitive to 

U.S. nuclear weapon technology that its manufacturing process, composition, use, and even the material 

itself remain classified. 

 

In fact, Fogbank is wrapped in so much secrecy that the DOE once “forgot” how to manufacture it 

due to a lack of actual records about how to make it and dwindling institutional knowledge as a result of 

read-in employees aging out of the workforce. 

 

https://www.energy.gov/sites/prod/files/2020/02/f72/doe-fy2021-budget-in-brief_0.pdf
https://www.everycrsreport.com/files/2017-03-17_IF10618_167804bcb6e612019c535df62ff193db10a64b2a.pdf
https://www.thedrive.com/the-war-zone/27284/nuclear-device-assembly-facility-in-nevada-desert-may-be-a-ticking-time-bomb
https://www.thedrive.com/the-war-zone/27284/nuclear-device-assembly-facility-in-nevada-desert-may-be-a-ticking-time-bomb
https://www.thedrive.com/the-war-zone/24396/americas-pantex-nuclear-weapons-assembly-plant-is-having-an-operational-emergency
https://www.pogo.org/report/2006/10/us-nuclear-weapons-complex-y-12-and-oak-ridge-national-laboratory-at-high-risk/
https://www.pogo.org/report/2006/10/us-nuclear-weapons-complex-y-12-and-oak-ridge-national-laboratory-at-high-risk/
https://www.thedrive.com/the-war-zone/32867/fogbank-is-mysterious-material-used-in-nukes-thats-so-secret-nobody-can-say-what-it-is
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The Y-12 facility near Oak Ridge, Tennessee. 

 

Among the other facilities the NNSA oversees is the Nevada National Security Site (NNSS), 

formerly known as the Nevada Test Site.  The site which boasts extreme security measures including its 

own security forces stretches across some 1,400 square miles of desert and includes a nuclear weapons 

assembly plant, an experimental flight test facility, and explosive testing sites.  The Air Force's Nevada 

Test and Training Range (NTTR) which includes the notorious Area-51 surrounds the NNSS on three 

sides. 

 

https://www.energy.gov/ea/nevada-national-security-site
https://www.thedrive.com/the-war-zone/26201/bizarre-chase-through-high-security-nevada-nuclear-test-site-ends-in-deadly-shooting
https://www.thedrive.com/the-war-zone/27206/the-russians-just-did-a-fly-by-of-area-51
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The Nevada National Security Site contains many DOE facilities for nuclear research including 

subcritical experiments and special nuclear material staging.  The NNSS is also home to underground 

test facilities and is among the United States' most highly classified, restricted access areas. 

 

The NNSS offers limited tours.  But these are conducted under the utmost security at pre-arranged 

times.  During the Cold War, the Nevada Test Site (now NNSS) was home to hundreds of above-ground 

nuclear weapons tests which spread radioactive fallout across large swaths of the American West and 

Midwest. 

 

The DOE also maintains many "tombs" throughout the desert where it stores the radioactive remains 

of nuclear experiments, spent nuclear fuel or enrichment products, and other remnants of America's 

nuclear activities that are too dangerous to be disposed of anywhere else. 

 

In another example of highly compartmentalized knowledge being lost due to workforce losses, a 

dismantling program had to be specially designed for the B53 nuclear bomb due to the fact that the 

scientists who knew its inner workings were either retired or dead.  That program concluded in 2013 

when the last one of these 10,000-pound bombs was successfully dismantled. 

 

More recently, the Government Accountability Office (GAO) published the 2021 report "DOD and 

DOE Face Challenges Mitigating Risks to U.S. Deterrence Efforts" about the Nuclear Triad which 

presently consists of Ohio-class ballistic missile submarines; Minuteman III intercontinental ballistic 

missiles; and B-2 and B-52 bomber aircraft.  The GAO report found that DOE frequently "loses" 

valuable knowledge about its highly explosive weapon systems due to its knowledge base growing old: 

 

As we reported in June 2019, there are about 100 different nuclear weapon 

components that contain explosive materials, some of which are highly specialized and 

limited in supply.  For example, only a single container of one specialized material 

remains. 

 

DOE officials and contractor representatives said that the Agency is working to 

replenish the supply of such materials.  But the Agency faces challenges because some 

specialized explosive materials were created decades ago and the knowledge base to 

successfully produce them is now gone. 

 

Moreover, even if DOE can replicate the “lost recipes” for specialized explosive 

materials, it faces the challenge of finding suppliers willing and able to provide small 

quantities of specialized raw materials that meet the exacting standards required for use 

in nuclear weapons. 

 

 

Clearly, the extent to which knowledge and operations within DOE are protected can make it 

difficult to understand or even be aware of the full scope of its activities.  To help us contextualize the 

high levels of secrecy and classification at the Department of Energy, The War Zone spoke with nuclear 

historian Dr. Alex Wellerstein, Director of Science and Technology Studies at the Stevens Institute in 

New Jersey.  Wellerstein’s latest book Restricted Data: The History of Nuclear Secrecy in the United 

States “traces the complex evolution of the US nuclear secrecy regime from the first whisper of the 

atomic bomb through the mounting tensions of the Cold War and into the early 21
st
 Century.” 

 

Wellerstein told The War Zone that the levels of secrecy at the DOE are not common knowledge, 

saying: 

https://www.thedrive.com/the-war-zone/23704/heres-what-a-sinister-looking-giant-black-pyramid-is-doing-at-an-abandoned-military-base
https://www.bbc.com/news/world-us-canada-15453872
https://www.gao.gov/products/gao-21-210
https://www.thedrive.com/the-war-zone/37195/the-navy-just-sent-a-drone-to-deliver-cargo-to-one-of-its-ballistic-missile-submarines
https://www.thedrive.com/the-war-zone/40467/minuteman-iii-intercontinental-ballistic-missile-test-aborted-due-to-undisclosed-issue
https://www.thedrive.com/the-war-zone/40467/minuteman-iii-intercontinental-ballistic-missile-test-aborted-due-to-undisclosed-issue
https://www.thedrive.com/the-war-zone/39225/super-bowl-flyover-offered-a-glimpse-of-future-where-multiple-bomber-types-join-forces-in-combat
https://press.uchicago.edu/ucp/books/book/chicago/R/bo15220099.html
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"I think most people are surprised to learn that there are basically 2 classification 

systems in the United States.  There’s national defense information which is all the 

secrets and top secrets, everything to do with the military and the state department and all 

of that stuff. 

 

"And then there’s nuclear stuff.  It has a different statutory basis, the Atomic Energy 

Act.  It’s handled differently and conceived of differently by the Restricted Data clause.  

It has its own clearances and is meant to be a parallel classification system. 

 

The fact that only nuclear weapons have this, that no other weapons technology has 

its own category -- not even biological weapons or chemical weapons, they’re national 

defense information -- is highly reflective of its origins in the Cold War." 

 

 

When the first nuclear technologies were developed and the AEC was formed, the U.S. Government 

saw a need for higher levels of secrecy in order to protect these terrifying new weapons.  That's not to 

say that those higher levels of secrecy were approved of by the entire Government or even the AEC. 

 

“It’s been a point of contention since the very beginning whether this particular technology is so 

dangerous or so apt to carry secrets that it needs its own separate classification systems," Wellerstein 

says.  "The secrecy was created out of fear.  Out of a belief that nuclear technology could be easily 

communicated as information.  Whether that’s true has been debated since the 1940s." 

 

Many experts have questioned whether these levels of extreme secrecy are beneficial or even 

needed.  Many of the scientists working on the Manhattan Project or in science administration during 

World War II felt that secrecy would not be an effective way to control nuclear weapons and that 

International agreements would ultimately be the only way. 

 

“Any competent nation with any sort of technical or industrial base, if they devoted resources to it, 

would be able to reinvent them even if the secrecy was total.  Which it wasn’t," Wellerstein says.  "I 

don’t think that secrecy is what keeps new nations from developing nuclear weapons.  And I don’t think 

it’s what’s keeping terrorists from getting nuclear weapons.  I think its impact is not that large on 

preventing those kinds of things.  Its impact on policy and public knowledge is very high by contrast.” 

 

Still, Wellerstein adds: “I’ve talked with Government officials who emphasize that nuclear weapons 

are so disproportionately powerful that maybe it’s worth being disproportionately cautious about the 

unknown." 

 

https://www.directives.doe.gov/terms_definitions/restricted-data
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Image of “The Gadget” being prepared for detonation at the Trinity test site.  It was used for the first 

atomic weapon explosion on July 16th, 1945. 

 

 

Again, it's natural that the DOE would not disclose specific parts of its most sensitive and dangerous 

weapons and associated technologies due to the ramifications of these potentially falling into the wrong 

hands. 

 

Still, by concealing many of its activities under the blanket of national security, NNSA and DOE 

leave plenty of room for activities or research programs that are never disclosed to the public. 

 

The Question Of Oversight  

 

Even with the high level of compartmentalization and autonomy surrounding the DOE as well as 

America's nuclear weapons stockpile, the Department has its own oversight bureaucracies as well.  After 

all, if you allow only the DOE to control and produce your nuclear weapons and related research, you 

also need your own separate oversight systems in place to watch over how that control and production is 

managed. 

 

To that end, the DOE has its own Office of Inspector General (DOE OIG) whose mission is to "help 

the Department and the American taxpayer" by identifying management shortfalls, assessing 

vulnerabilities, auditing the Agency's financial activities, and investigating crimes against the 

Department.  The DOE OIG advises and makes key recommendations to the Secretary of Energy. 

 

https://www.energy.gov/ig/office-inspector-general
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A slide from a presentation given by the DOE OIG at the Nuclear Regulatory Commission Regulatory 

Information Conference in March 2019. 

 

 

Aside from the OIG, the DOE is advised by the independent Federal Energy Regulation Commission 

which oversees the transmission and sale of electricity and natural gas in interstate commerce including 

oil pipelines. 

 

The DOE also has an Oversight Board which monitors the environmental impacts of its operations 

specifically in New Mexico including activities at Los Alamos National Laboratory (LANL), Sandia 

National Laboratories/New Mexico (SNL/NM), and the Waste Isolation Pilot Plant (WIPP). 

 

There are a variety of mechanisms through which the U.S. government exercises oversight of the 

DOE and NNSA.  The U.S. Congress, for one, has two subcommittees devoted to energy-related issues 

including nuclear weapons and facilities.  The Energy Subcommittee of the House Energy and 

Commerce Committee and the Subcommittee on Energy of the Senate Committee on Energy and 

National Resources oversee the creation of legislation regarding a wide range of energy issues beyond 

nuclear matters alone. 

 

The House's Energy Subcommittee oversees nuclear energy, nuclear facilities, the Department of 

Energy, the Nuclear Regulatory Commission, and the Federal Energy Regulatory Commission while 

also legislating on national energy policy, fossil fuels, and other Government activities affecting energy 

matters. 

 

While the Senate's Subcommittee on Energy has oversight jurisdiction over nuclear fuels research 

and development, nuclear commercialization projects, nuclear fuel cycle policy, and the DOE National 

https://www.ferc.gov/
https/www.env.nm.gov/doeob/
https://www.lanl.gov/
https://www.sandia.gov/
https://www.sandia.gov/
https://www.wipp.energy.gov/
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Laboratories, it also oversees energy-related issues such as fossil fuel management, pipeline 

development, strategic fuel reserves, and sustainable energy research.  

 

Steven Aftergood told The War Zone that while there are Congressional structures in place to 

provide oversight of the DOE: "the quality of oversight depends on many factors including Members' 

level of interest, the expertise of committee staff, the cooperation of the agency, and the attention of the 

press and public interest organizations...  With respect to secrecy and classification at DOE, my 

impression is that Congressional oversight is nearly non-existent.  But that is true regarding 

classification policy across the board." 

 

It is certainly true that these committees have a huge portfolio and it isn't clear how they would 

effectively oversee a huge swathe of deeply classified programs the DOE is executing at any given time, 

some of which have many sub-programs and unique facets beyond their top-line justification. 

 

To bolster DOE oversight, Congress established the Defense Nuclear Facilities Safety Board 

(DNFSB) in 1988 as an independent organization that would provide oversight of the DOE's nuclear 

production and testing facilities.  Through this board, Congress is theoretically granted oversight of the 

DOE’s and NNSA’s operations and management.  And Congress is responsible for the authorization and 

appropriation of funds for America's Nuclear Security Enterprise. 

 

The DNFSB was set up as an independent oversight organization which would offer 

recommendations to the Secretary of Energy that concerned public health and safety at the DOE's 

nuclear weapons complex.  Members of the Board are appointed by the U.S. Senate.  A full record of 

correspondence between the DOE and the DNFSB can be found on the DOE's website including all 

recommendations the Board made between 2012 and today. 

 

That doesn't mean the DNFSB has always had full cooperation from the DOE.  As recently as 2018, 

there were complaints that the DOE was stonewalling the DNFSB and preventing it from carrying out its 

oversight duties.  According to one Senate staffer who helped draft the original DNFSB legislation, the 

DOE was trying to “isolate and fence off” the board as part of a “constant effort to chip away at the 

ability of the board to do oversight.”  There have even been calls from within the Board to abolish itself 

entirely.  And the NNSA has frequently tried to limit the Board's access to information. 

 

A DOE special investigative panel concluded in 1999 that the department is "a dysfunctional 

bureaucracy that has proven it is incapable of reforming itself" and that "accountability at DOE has been 

spread so thinly and erratically that it is now almost impossible to find." 

 

The panel added that: "Never before has the panel found an agency with the bureaucratic insolence 

to dispute, delay, and resist implementation of a Presidential directive on security" and that "Never have 

the members of the Special Investigative Panel witnessed a bureaucratic culture so thoroughly saturated 

with cynicism and disregard for authority." 

 

One reason for this dysfunction could be that on the legislative side, the DOE does not get the public 

or official scrutiny the DOD or the IC gets.  “What’s interesting to me about the AEC and the DOE is 

that unlike a lot of Federal agencies, they don’t have natural allies in the political ecosystem," Dr. Alex 

Wellerstein told The War Zone.  "They don’t have a constituency in the same way that, say, the Dept. of 

Agriculture does.  Or how the DOD has the military, for example." 

 

Bruce Hamilton (who at the time was chair of the Defense Nuclear Facilities Safety Board) said 

DOE officials routinely flout new regulations which were to limit the amount of information that the 

https://ehss.energy.gov/deprep/
https://www.propublica.org/article/nuclear-safety-board-information-access-trump-administration
https://www.energy.gov/sites/prod/files/cioprod/documents/pfiab-doe.pdf
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DNFSB could obtain directly from nuclear facilities and instead restrict the Board from obtaining the 

same information directly from DOE administration. 

 

“We have repeatedly heard from DOE representatives that they really don’t mean what they wrote 

(in the rule) or at least that they really don’t intend to follow what they wrote,” said Hamilton, adding 

that this is a “particularly bizarre argument coming out of the nuclear culture that has set the standard for 

following the written rules to the letter.” 

 

Those new measures outlined in DOE Order 140.1 A also excluded many of the DOE's weapons 

complex facilities from DNFSB’s formal safety recommendations and changed the definition of “public 

health and safety” under DNFSB oversight to exclude the safety of workers at nuclear facilities 

 

In 2020, the ranking member of the Senate Armed Services Committee -- Jim Inhofe, an Oklahoma 

Republican -- even went so far as to accuse DOE officials of being “rogue actors” who to “undermine” 

the security of America's nuclear activities. 

 

The Department of Energy Organization and Management Improvement Act introduced in the 

House in September 2020 by then-Representative Greg Walden (an Oregon Republican) would, if made 

law, give the DOE even more control over the NNSA.  This means it could operate with even less 

Government oversight than it already has now. 

 

Holding The Keys To America’s Most Sensitive Research 

 

Aside from developing and maintaining the United States nuclear weapons stockpile, there is a great 

deal of advanced research being performed at Department of Energy laboratories including pioneering 

work on some of the most cutting-edge topics science has to offer.  Nearly $5.9 billion was allocated to 

the DOE's Office of Science (SC) in 2021 to "deliver scientific discoveries and major scientific tools to 

transform our understanding of nature and advance the energy, economic, and national security of the 

United States." 

 

https://www.directives.doe.gov/directives-documents/100-series/0140.1-BOrder-a/@@images/file
https://www.gao.gov/products/gao-21-141
https://www.gao.gov/products/gao-21-141
https://www.defensenews.com/smr/nuclear-arsenal/2020/09/17/energy-dept-officials-are-trying-to-undermine-nuclear-weapons-agency-inhofe-alleges/
https://energycommerce.house.gov/sites/democrats.energycommerce.house.gov/files/documents/Bill-HR8159ih.pdf
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A large part of this research is conducted at the 17 United States Department of Energy National 

Laboratories and Technology Centers which are spread across the Country.  Much of the research and 

technology development conducted at these labs goes straight to the DOD.  LANL has conducted space-

based directed energy weapon experiments for the Missile Defense Agency (MDA).  The Lawrence 

Livermore National Laboratory (LLNL) has developed advanced munitions for the Air Force.  Sandia 

has had a hand in producing some of America's first hypersonic weapon prototypes. 

 

 
A slide from 2021 highlighting the unique capabilities Los Alamos National Laboratory offers the DOD 

including technology demonstration. 

https://www.thedrive.com/the-war-zone/27039/budget-docs-show-pentagon-aims-to-loft-particle-beam-anti-missile-weapon-into-space-in-four-years
https://www.thedrive.com/the-war-zone/27039/budget-docs-show-pentagon-aims-to-loft-particle-beam-anti-missile-weapon-into-space-in-four-years
https://www.thedrive.com/the-war-zone/18860/this-is-the-usafs-safer-carbon-fiber-bomb-thats-also-extraordinarily-expensive
https://www.thedrive.com/the-war-zone/24181/usaf-army-and-navy-join-forces-to-field-americas-first-operational-hypersonic-weapon
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One of the reasons why the DOE-controlled laboratories develop advanced weapons technologies 

designed for transfer to the DOD is that they (as well as various other facilities today under NNSA) have 

the capacity for specialized research and development and unique manufacturing work that just cannot 

be done in many places.  If you need to do novel manufacturing on a large scale and are looking to do so 

within a system that already has significant security measures in place, the DOE laboratories are the 

place to go.  And it's been that way for decades. 

 

For instance, when the Air Force decided to try using massive floating bombs during the Vietnam 

War to blow up the Thanh Hoa bridge, there was simply no one else within the national security 

apparatus besides Y-12 at Oak Ridge that could build large metal structures to the kind of exacting 

specifications the service needed.  Some details of that top-secret mission known as Operation Carolina 

Moon are still classified. 

 

 
Hand-drawn Air Force art depicting the design and basic concept of operation of a floating bomb built in 

part at Oak Ridge (which was developed as part of Operation Carolina Moon) which was obtained by 

Joseph Trevithick via the Freedom of Information Act. 

 

More recently, the DOE signed a Memorandum of Understanding (MOU) with the Department of 

Defense to confirm and enhance the "the longstanding partnership between DOE and DOD on space-

related research and technology development in support of U.S. national space policy goals."  In a press 

release that accompanied the MOU, then-Deputy Secretary of Energy Mark Menezes called the 

agreement "historic" and claimed it "lays out the framework for DOE to harness the world’s greatest 

science and technology researchers at DOE’s National Labs, and program offices, to augment DOD’s 

https://medium.com/war-is-boring/america-built-massive-floating-bombs-to-blast-a-vietnamese-bridge-5b7dd4ff4fcf
https://www.energy.gov/sites/prod/files/2021/01/f82/MOU_DoD_DOE_Space%20Related%20RT%20Collaboration_Jan%202021_0.pdf
https://www.energy.gov/articles/department-energy-and-department-defense-sign-memorandum-understanding-space-cooperation
https://www.energy.gov/articles/department-energy-and-department-defense-sign-memorandum-understanding-space-cooperation
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critical national security space mission and will play a crucial role for future space developments across 

the two departments.” 

 

More specifically, the MOU establishes joint working groups and promotes scientific exchange 

between the two departments in emerging and disruptive research fields such as advanced power and 

propulsion, artificial intelligence, quantum computing, next-generation communications, and 

autonomous or remotely piloted vehicles.  That MOU came on the heels of one of President Donald 

Trump's final Executive Orders that called for the DOE to work together with NASA and the 

Department of Defense to research and develop miniaturized nuclear reactor technologies for space 

exploration and powering military bases. 

 

 
An NNSA slide highlighting the multi-agency efforts the MOU will support. 

 

 

The DOE also currently operates a Fusion Energy Sciences (FES) program, an Advanced Scientific 

Computing Research (ASCR) program, and a Nuclear Sciences program, the latter of which seeks to put 

together “a roadmap of matter that will help unlock the secrets of how the universe is put together.” 

 

To that end, in April 2020 the DOE put together a 10-year plan to invest in plasma physics research 

encompassing both "discovery" plasma sciences which involves understanding the properties of plasma 

and non-energy applications of plasmas; and fusion science and technology which is related to fusion 

energy generation. 

 

“Research in high energy physics not only advances our understanding of the Universe but is also 

critical to maintaining American leadership in science,” former Under Secretary of Energy for Science 

https://www.thedrive.com/the-war-zone/38687/white-house-accelerates-development-of-mini-nuclear-reactors-for-space-and-the-battlefield
https://science.osti.gov/fes
https://science.osti.gov/ascr
https://science.osti.gov/ascr
https://science.osti.gov/np
https://www.aip.org/fyi/2020/us-plasma-science-strategic-planning-reaches-pivotal-phase
https://www.aip.org/fyi/2020/us-plasma-science-strategic-planning-reaches-pivotal-phase
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Paul Dabbar said in a 2019 DOE press release.  “These research efforts at dozens of universities across 

the Nation will not only yield fresh insights into such problems as dark matter and dark energy but 

also help build and sustain the Nation’s science and technology workforce.” 

 

 
A nuclear reactor at Palo Verde in Arizona. 

 

DOE also funds research initiatives in sustainable and alternative energies, AI and machine learning, 

quantum computing, and even genomics (one of the more controversial areas of its scientific endeavors).  

According to the “Genomics” section on Energy.gov, the Human Genome Project was initially launched 

by DOE to better understand the genetic effects of radiation exposure.  “But there was clear awareness 

that success in the Project would have much broader consequences for both science and society.” 

 

DOE has quite a checkered past when it comes to its biological experimentation.  In 1994, then-

President Bill Clinton formed an advisory committee to look into DOE’s human radiation experiments, 

releasing nearly 2 million pages of formerly classified documents that detailed unwitting human test 

subjects such as orphans, hospital patients, or mentally disabled children being fed or injected 

radioactive materials. 

 

In the Executive Summary released by the Advisory Committee on Human Radiation Experiments, 

it was reported that close to 4,000 human radiation experiments were carried out by the U.S. 

Government between 1944 and 1974.  The Committee’s report was conveniently (or coincidentally) 

released by the White House on Tuesday, October 3, 1995, the same day that the O.J. Simpson murder 

trial verdict was announced. 

 

That report did not stop DOE’s interest in human subject research (HSR).  As recently as 2018, it 

was still actively conducting classified research on human subjects arguing that “research using human 

subjects provides important medical and scientific benefits to individuals and to society.”  Because 

many of these projects use code names such as “Moose Drool” and “Little Workers”, it’s unknown what 

exactly they are studying with these human subjects. 

 

https://www.energy.gov/articles/department-energy-announces-75-million-high-energy-physics-research-0
https://www.energy.gov/science/initiatives/genomics
https://ehss.energy.gov/ohre/roadmap/achre/summary.html
https://news.psu.edu/story/141518/1996/03/01/research/subjected-science
https://fas.org/secrecy/2018/08/doe-hsr/
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When it comes to whether there is a chance that advanced energy research or other groundbreaking 

scientific breakthroughs could possibly be locked away deep behind DOE secrecy, Wellerstein told The 

War Zone that it's certainly possible, although it's more likely funding, rather than secrecy, is what keeps 

these programs in the dark. 

 

“It’s possible, although a lot of the peaceful aspects have been declassified over the years starting in 

the 1950s.  Whether that’s all been beneficial or not is a topic for debate since a lot of those things are 

dual-use like reactors.  But it’s always possible.  The most important thing for the development of 

reactor technology or say, nuclear fusion, is less the classification but funding.” 

 

Wellerstein told The War Zone that there are plenty of avenues by which the DOE might use its 

budget for classified or non-disclosed activities.  According to the FY 2021 DOE budget request, for 

example, the NNSA was allocated $15.6 billion for "Weapons Activities to maintain the safety, security, 

and effectiveness of the nuclear stockpile, continue the nuclear modernization program, and modernize 

and recapitalize NNSA’s nuclear security infrastructure portfolio."  In the volume of the budget request 

dedicated to descriptions of the NNSA's spending, there is little clarification as to the specific 

technologies and capabilities the NNSA is developing: 

 

The Weapon Technology and Manufacturing Maturation program is responsible for 

developing agile, affordable, assured, and responsive technologies and capabilities for 

nuclear stockpile sustainment and modernization to enable Defense Programs’ mission 

success and the future success of the NSE [Nuclear Security Enterprise] and will continue 

these activities in FY 2021. 
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The core areas of work include agile, assured, and affordable technologies; 

partnership with stakeholders to meet stockpile and customer requirements; qualification 

and certification; and skilled technical workforce and enhanced capabilities. 

 

 
A W80 nuclear warhead undergoing handling. 

 

Keepers of America’s Secrets 

 

With both the extreme levels of secrecy surrounding much of the Department of Energy’s research 

and even the scope of DOE’s research, it’s possible (if not probable) that there are more radical and 

more exotic developments than these hidden behind the doors of DOE laboratories.  It would be hard to 

argue that breakthroughs in advanced physics, nuclear aerospace propulsion, or energy production 

would live somewhere other than the Department of Energy. 

 

While that much may ultimately be impossible to verify, it certainly seems possible that the DOE 

could conceal such a breakthrough given how compartmentalized and classified much of its work 

remains and how specialized and advanced its facilities are.  And once again, while maintaining a very 

close relationship with the U.S. Military as the two institutions are tied together strategically very 

tightly, the DOE really doesn't get the attention the DOD does.  And that may be true in terms of 

oversight as well. 

 

Still, it makes complete sense that DOE would be one of the most secretive departments of the 

United States Government.  Nuclear technologies are among the most dangerous and sensitive in the 
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world and the risk of nuclear weaponry falling into the wrong hands remains near the top of the most 

pressing threats faced by the modern world. 

 

But more so, the nuclear secrets that underpin America's nuclear deterrent as well as those that could 

define it in the future would be considered among the Country's 'crown jewels' when it comes to 

sensitive technologies. 

 

All this seems to provide a uniquely fertile and undisturbed environment in which bringing new, 

highly powerful, and potentially very destructive technologies from concept to reality could flourish.  In 

fact, one could argue that is historically bred right into the DNA of the agency. 

 

Unfortunately, all this is hard to quantify.  But then again, that seems to be the point.  
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